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$ nmap 133.242.21.74

Starting Nmap 7.70 ( https://nmap.org ) at 2020-05-11 20:51 JST
Nmap scan report for 133.242.21.74

Host is up (0.045s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

22/tcp open  ssh

25/tcp filtered smtp

12345/tcp filtered netbus

Nmap done: 1 IP address (1 host up) scanned in 3.66 seconds

SSH 7R— RAYFEWLTEHE D, root(ubuntu) TIEFR CETDRET T, R 1—T77HDI> b
(office,jcafe)Z/ER L. sudo ON> RZEFRITTETBLIICULET.

Jd—YE: I1—Y4% office /\AT—R  XXXXXXXX

d1—5% jcafe JIRT—EF  xxXXXXXXX
# adduser office

Visudo O¥ > RTI1—H(office, jcafe) &% E
# User privilege specification
root ALL=(ALL:ALL) ALL

office ALL=(ALL:ALL) ALL
jcafe ALL=(ALL:ALL) ALL

v o vimA A=)
sudo apt install vim
BoA(CELE

Vi ~/.vimrc

" vim ORBEHSREEZER (Vi EOERMEED)




set nocompatible

"XF - REIEE

set encoding=utf-8

"IJr7AILI>O— RZEIEEGTENDIEICKINT DF THRMHAD)
set fileencodings=utf-8,is0-2022-jp,sjis,euc-jp
" BEERE S E R TO— R ZEIETE

set fileformats=unix,dos

")\ O T =BG

" (3 [ set nobackup ]

set backup

")\ OTvITEEE T DT 1 LU NUERIBE
set backupdir=~/backup

" IRRERZ R I THAER

set history=50

" MREFREF(CKSF/NF 2 XAl L7 0

set ignorecase

" RFFE(CANFEIRET D ERER ICAFZXFIT D
set smartcase
"RFRFBICNYYVFUREREZ/\151

" #(d [ set nohlsearch ]

set hlsearch

"APDUAH)INYS—FZFER (IRFREBDANERTNSHEEYY F I DXFIDIRERZ
FiR)

" #(X [ set noincsearch ]

set incsearch

"ITESZERR

" #(3 [ set nonumber ]

set number

"EAT ($) WFT (A1) =EIRE

set list

" FEIMA NI BF (S35 9 DIEMNZ 585

set showmatch

"BE T hEBRICTD

" #(3 [ noautoindent ]

set autoindent

"B ECEDITERR

" W& [ syntax off ]

syntax on

"[ syntax on ] DIZEDIA> SXDBEZEE
highlight Comment ctermfg=LightCyan
"4 2 ROBTITZITDRT

" (& [ set nowrap ]

set wrap




v Curl D1>AM=)L

sudo apt install curl
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
libcurl4
The following NEW packages will be installed:
curl libcurl4
0 upgraded, 2 newly installed, 0 to remove and 0 not upgraded.
Need to get 373 kB of archives.
After this operation, 1,038 kB of additional disk space will be used.
Do you want to continue? [Y/n]

® GUIDA>AM=Ib

v FROMYIEIE Mate ZA>ABR=IL

sudo apt -y install ubuntu-mate-desktop

v BFRERIREZA AN

sudo apt -y install language-pack-ja-base language-pack-ja ibus-mozc

sudo localectl set-locale LANG=ja_JP.UTF-8 LANGUAGE="ja_JP:ja"

source /etc/default/locale

echo $LANG
ja_JP.UTF-8 # ZEIN




v SAFLDOBIEE) reboot

BAZEREN EHLET,

@®EE mMNC(1) DF X0 (1) DISOMA- 2L @ITIER(0) B Fi7sET« EEEmpyryl

ey J—Abvw MESC WAt NCuol @ CitAk+Del w Ry TPy r

| |

Ubuntu User

TARATLARREZEE




1> A M—)L1#(Z 800x600 72D T. 1024x768 [CEEULEWEEX., GUI DT+ X T L
A EREN° xrandr Y > RIRETI(E. TERRAUVDT. GRUB J7 1)L TEIBIBEIDHE
Z D, BIEUE U,

https://qiita.com/nsd24/items/c06294d1de40f2e9870b

https://qastack.jp/ubuntu/54067/how-do-i-safely-change-grub2-screen-resolution

GRUB J7 A1) Ziw&ELT. FEREZEELEI,

sudo vim /etc/default/grub

GRUB_GFXMODE=1024x768 Z3E/

# The resolution used on graphical terminal

# note that you can use only modes which your graphic card supports via VBE
# you can see them in real GRUB with the command " vbeinfo'
#GRUB_GFXMODE=640x480

GRUB_GFXMODE=1024x768

sudo update-grub

ZD#&. OS BicE. BEER®. BAREANDREZHT L. [IBus DFRE] T TANX
Yy R] [C TBFE—Mozcl ZEMRELET.
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v GUITA—Y—0O94 > TERVNIRS

0., GUITOJ1> ULIe&EC B, office TIXOTA > TERRL), jcafe Y2 ubuntu T
OJ4>T&E%. WMEMEDFEUE. ssh Tl office TOTA>TEET,

ZCZT. ssh Toffice TOJ4> LT Linux A—RILDNESIBFICHEDULIEXAYE—2%
FRIDIV> KR dmesg T. sudodmesg | less 3B&.

[ 3.678260] audit: type=1400 audit(1589251102.352:2):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="/usr/lib/lightdm/lightdm-guest-session" pid=370
comm="apparmor_parser"

[ 3.678264] audit: type=1400 audit(1589251102.352:3):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="/usr/lib/lightdm/lightdm-guest-session//chromium" pid=370
comm="apparmor_parser"

[ 3.684354] audit: type=1400 audit(1589251102.360:4):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="/sbin/dhclient" pid=372 comm="apparmor_parser"

[ 3.684356] audit: type=1400 audit(1589251102.360:5):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="/usr/lib/NetworkManager/nm-dhcp-client.action" pid=372
comm="apparmor_parser"

[ 3.684358] audit: type=1400 audit(1589251102.360:6):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="/usr/lib/NetworkManager/nm-dhcp-helper" pid=372
comm="apparmor_parser"

[ 3.684359] audit: type=1400 audit(1589251102.360:7):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="/usr/lib/connman/scripts/dhclient-script" pid=372
comm="apparmor_parser"

[  3.700122] audit: type=1400 audit(1589251102.376:8):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="/usr/bin/man" pid=374 comm="apparmor_parser"

[  3.700124] audit: type=1400 audit(1589251102.376:9):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="man_filter" pid=374 comm="apparmor_parser"

[ 3.700125] audit: type=1400 audit(1589251102.376:10):
apparmor="STATUS" operation="profile_load" profile="unconfined"
name="man_groff" pid=374 comm="apparmor_parser"
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EWVWDEENHDDF UMz, Ubuntu 18.04 TOTA > TERVIRREZRY MERT D &L
SNy 3> mENCITDIEOTA > TETEORBANGDE U,

https://qiita.com/JeleNeNo/items/6f061a0ea8a7cfe198c1

TEIATULIZDOT, master EWSI—F—ZENMLTGUI TOTJr>ULFELU

master / XXXXXXXX

v GUIDBA>ARN=)IL

MATE X0 by TRIET(E. 1—Y—% : office TOD > TSR, GUI THAGE
ANTERN AT LAEBEBEITTEENEEBERBAINRATIIRNN) DT, 4
DfzH(C. tasksel ANV > R, MATE 7R by TDIEFMNC. GNOME 7R by JIRIR,
Ubuntu B —/)\—IRIBQREZEIM > XA =)L L. BicE,
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| 7 b0 1 T nER
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AAR=)LT &Y TR FOnER:
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B3IE TPA7IA—)VDFGE (2020 F5H)

® J7A7IA—)U(ufw)sH7E

TJ7AT7I0A4—)LDREZ ufw (CEBEULFE U,

REOR— MABEIRRZBERLUEI. nmap &1 > X b—)l,

sudo apt install nmap

v H—)\—EH S Localhost DiR— MARIBIRZHESD

sudo nmap localhost

Starting Nmap 7.60 ( https://nmap.org ) at 2020-05-12 13:54 JST

Nmap scan report for localhost (127.0.0.1)
Host is up (0.0000020s latency).

Other addresses for localhost (not scanned): ::1
Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 1.65 seconds

v OB —)\—h5iEHEUIIBADR— MARIRROTHESR

sudo nmap 133.242.21.74

Starting Nmap 7.40 ( https://nmap.org ) at 2020-05-12 13:57 JST

Nmap scan report for 133.242.21.74
Host is up (0.026s latency).




Not shown: 997 closed ports
PORT STATE SERVICE
22/tcp open  ssh

25/tcp filtered smtp
12345/tcp filtered netbus

Nmap done: 1 IP address (1 host up) scanned in 154.34 seconds

v ufw O X =)L ERRTE

CDOR—>%52% (Debian 10 buster TIHY)
https://www.mk-mode.com/blog/2019/10/26/debian-10-firewall-setting/

xufw N> RO—Hl

# ufw status # <= RHESR
# ufw enable # <= J7A47 oA —=)ILDOBEREL
# ufw disable # <= J7AT7IA4—)LDOEZL

# ufw default deny  # <= 27 ADIES
# ufw default allow  # <= £7 T XDFA]
# ufw deny smtp # <= SMTP U—EXD7OLA%ZIES
# ufw allow ftp # <= FTP B—EXD7 Ot RZFA]
# ufw deny 25/tcp # <= TCP /R— K 25 TO7 IR =IES
# ufw allow 80/udp # <= UDP 7/R— b 80 TOF7 Utz R %&:Fu]
# ufw allow 53 # <= TCP sR— b 53, UDP 7/R— k 53 TOF7 IOt X=IESR
# ufw allow in http  # <= HTTP B—E XD 70t % IN DOHEFT]
# ufw reject out smtp # <= SMTP B —E XD 7t X% OUT OHENTF
# ufw allow proto tcp from any to any port 8080:8090
# <= TCP /R— I 8080 ~ 8090 THOE Itz X %ZF0]
# ufw allow proto tcp from 192.168.11.0/24 to any port 9999
# <=TCP O—HJL>xwv hJ—77 192.168.11.0/24 5D
# TCP7/R—b 9999 THOF7 IR %ZEFT]
# ufw delete 3 # <=3 BFBDIL—I)LZHIBR

1> A M=JL  apt-get install ufw
I\ — U NEFGRHAATWVNET ... BT
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https://www.mk-mode.com/blog/2019/10/26/debian-10-firewall-setting/

EFREFRY U — &R L TVWET

REEBIRZFAHMOTNET ... TT

ufw (9 TICE#/\—=3> (0.36-0ubuntu0.18.04.1) TY,

IPV6 (FMEDIRVEREICLERT .

/etc/default/ufw ZIREL T IPV6=no (CFREULFET,

sudo ufw status

Status: inactive

sudo ufw default deny
Default incoming policy changed to 'deny'

(be sure to update your rules accordingly)

sudo ufw status

Status: inactive

sudo ufw allow 80/tcp

Rules updated

sudo ufw allow 443/tcp
Rules updated

sudo ufw allow 22/tcp <= % - BR— MREDEFDH




Rules updated

sudo ufw enable
Command may disrupt existing ssh connections. Proceed with operation (y|n)? y

Firewall is active and enabled on system startup

sudo ufw status

Status: active

To Action From

80/tcp ALLOW Anywhere

443/tcp ALLOW Anywhere
22/tcp ALLOW Anywhere

ANERD Linux B —/{—m5 nmap T/R— hABEIDMHERR

Starting Nmap 7.40 ( https://nmap.org ) at 2020-05-12 17:34 JST
Nmap scan report for 133.242.21.74

Host is up (0.027s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp closed http

443/tcp closed https

Nmap done: 1 IP address (1 host up) scanned in 17.56 seconds




BATE FT—HIR—ADAAN)

® MySQLF—HIR—AD1 VA M=)

v Ubuntu 18.04.4 TEZE)\vHo—SE U0 TIN—2 3> %R

MySQL DS :

sudo apt-cache policy mysqgl-server*
mysql-server-5.7:
A AR=ILEnNTVWB/\—==3 2> (1R0L)
{4 : 5.7.30-Oubuntu0.18.04.1

mysql-server:
AAR=)ILENTVDB/\==3 2 (1RL)
{4 5.7.30-0ubuntu0.18.04.1

mysql-server-core-5.7:
AAR=)ILENTNDB/I\==3 20 (1RL)
{4 5.7.30-0ubuntu0.18.04.1

MariaDB D&

sudo apt-cache policy mariadb-server*
mariadb-server-core-10.1:
A2 RAR=ILENTWD/I\==3 20 (7RL)
(35 1:10.1.44-Oubuntu0.18.04.1

N—==3>5F7—TJ)b:




mariadb-server-10.1:
A2 RAB=ILENTWD/I\—==3 20 (7RL)
{4 - 1:10.1.44-0ubuntu0.18.04.1
mariadb-server:
A2 A B=)LENTVWB/\—==32: (1RL)
fls#8 1:10.1.44-0ubuntu0.18.04.1

v Drupal 9 DF—HN—AB7R— NEHF

2020 £ 5 H 12 HIRFEDMERE LT

https://www.drupal.org/docs/9/how-drupal-9-is-made-and-what-is-

included/environment-requirements-of-drupal-9

Database backend and other hosting requirements

If using Drupal 9 with MySQL or Percona, version 5.7.8 is required.

If using Drupal 9 with MariaDB, version 10.3.7 is required.

If using Drupal 9 with SQLite, version 3.26 is required. (PHP 7.4 does not use
the system provided SQLite, so take extra care to make sure your PHP is
compiled with at least this version).

If using Drupal 9 with PostgreSQL, version 10 is required with the pg_trgm

extension.

&EHBDDT. Drupal 9 #& X T. Ubuntu 240 MySQL Server 5.7 #11 > A ~—JLUZE
9,

sudo apt install mysqgl-server



https://www.drupal.org/docs/9/how-drupal-9-is-made-and-what-is-included/environment-requirements-of-drupal-9
https://www.drupal.org/docs/9/how-drupal-9-is-made-and-what-is-included/environment-requirements-of-drupal-9

Ny T —2UR MEGHAATVNET ... BT
RFRAFRY U —Z/ER L TLET
RREIFEREFHNMO TVWET ... TT
UTFOENMN/ YT —MRA > A —=ILENZFET:
libaiol libevent-core-2.1-6 libhtml-template-perl mysql-client-5.7 mysqgl-client-
core-5.7 mysqgl-common
mysql-server-5.7 mysql-server-core-5.7
R/ \vo—=
libipc-sharedcache-perl mailx tinyca
UTFDINy T—hFRIziCA > A h—=ILENZFET:
libaiol libevent-core-2.1-6 libhtml-template-perl mysql-client-5.7 mysql-client-
core-5.7 mysqgl-common
mysql-server mysql-server-5.7 mysql-server-core-5.7
7yvITIL—R: 0 A, ¥R > X b—)L: 9 &, HIBR: 0 1&8. £RE&: O 1E.
19.1 MB 7 —H+A T ZB3 9 dmEBENHDFT,
CDFRISENNT 155 MB D5+« ATBENHESNZE T,
FATUFRIN? [Y/n]

V' MySQL D¥IHAFEE

sudo mysql_secure_installation

Securing the MySQL server deployment.

Connecting to MySQL using a blank password.

The 'validate_password' plugin is installed on the server.
The subsequent steps will run with the existing configuration
of the plugin.

Please set the password for root here.

New password: <——  XXXXXXXX
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Re-enter new password:

Do you wish to continue with the password provided?(Press y|Y for Yes, any
other key for No) : Y

By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y
Success.

Normally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : y
Success.

By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for
No) : vy

- Dropping test database...

Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : vy
Success.




All done!

MySQL @ root D)XAT—FK  xXXXXXXX

v MySQL DENFIEER

sudo mysql -uroot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or ¥g.
Your MySQL connection id is 8

Server version: 5.7.30-Oubuntu0.18.04.1 (Ubuntu)

Copyright (c) 2000, 2020, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '¥h' for help. Type '¥c' to clear the current input statement.

mysql> show databases;

o +

| Database |
o +

| information_schema |
| mysq| |

| performance_schema |
| sys |
EEEEEE PP PR +

4 rows in set (0.01 sec)

mysql>

Drupal 8 REZA A M—=)LITBRICHEETRD root 1ER EE U MySQL 1 —H—77
o>k (Fz&EXE. phpmyadmin) ZERKL. IRTDT—IN—XI(CHERZ[MSUE
3_0




1—Y—){RD— RRUS —DRERE

mysql> show variables like 'validate_password%';

e e e e R e et +--mme- +
| Variable_name | Value |
e L e L e R R e et +--mme- +

| validate_password_check_user_name | OFF |
| validate_password_dictionary_file | |

| validate_password_length | 8 |

| validate_password_mixed_case_count | 1 |

| validate_password_number_count | 1 |

| validate_password_policy | MEDIUM |

| validate_password_special_char_count | 1 |
o +--mme +

7 rows in set (0.01 sec)

mysql> SET GLOBAL validate_password_length = 6;
Query OK, 0 rows affected (0.00 sec)

mysql> SET GLOBAL validate_password_number_count = 0;
Query OK, 0 rows affected (0.00 sec)

mysql> show variables like 'validate_password%';

o +--mem +
| Variable_name | Value |
o +--mem +

| validate_password_check_user_name | OFF |
| validate_password_dictionary_file | |

| validate_password_length | 6 |

| validate_password_mixed_case_count | 1 |

| validate_password_number_count | O |

| validate_password_policy | MEDIUM |

| validate_password_special_char_count | 1 |
e +-mmmm- +

7 rows in set (0.00 sec)

I\ TJ— ROXZF#%* 6. number_count =0 (CEREZE

J—Y —DFrk




mysql> create user 'phpmyadmin'@'localhost' IDENTIFIED BY ' XXXXXXXX ';

Query OK, 0 rows affected (0.00 sec)

J—HY—% phpmydmin / XXXXXXXX

1 —Y —(CHERETE

mysql> GRANT USAGE ON *.* TO 'phpmyadmin'@'localhost' IDENTIFIED BY '
XXXXXXXX ' with max_queries_per_hour 0 max_connections_per_hour 0
max_updates_per_hour 0 max_user_connections 0;

Query OK, 0 rows affected, 1 warning (0.00 sec)

mysql> flush privileges;

Query OK, 0 rows affected (0.01 sec)

INRTDFT—INR—R[CHUTI—Y—DIERZHELET

mysql> GRANT
SELECT,INSERT,UPDATE,DELETE,CREATE,ALTER,INDEX,DROP,CREATE
TEMPORARY TABLES,LOCK TABLES ON *.* TO 'phpmyadmin'@Ilocalhost
IDENTIFIED BY ' XXXXXXXX ';

Query OK, 0 rows affected, 1 warning (0.01 sec)

mysql> flush privileges;

Query OK, 0 rows affected (0.00 sec)




E58 WebH—/\ (Nginx) D> =)L

Ubuntu @ Nginx -1 > X h—)LI&
http://nginx.org/en/linux_packages.html#Ubuntu

Debian10 Buster @ Nginx 1 > X b—=ILESZE(CUE UTz.
https://www.mk-mode.com/blog/2019/12/20/debian-10-nginx-installation-

by-official-apt/

Install the prerequisites:
sudo apt install curl gnupg2 ca-certificates Isb-release
To set up the apt repository for stable nginx packages:
sudo echo "deb http://nginx.org/packages/ubuntu "Isb_release -cs’ nginx"
¥
> | sudo tee /etc/apt/sources.list.d/nginx.list

deb http://nginx.org/packages/ubuntu bionic nginx

import an official nginx signing key so apt could verify the packages

authenticity:

curl -fsSL https://nginx.org/keys/nginx_signing.key | sudo apt-key add -
OK

Verify that you now have the proper key:



http://nginx.org/en/linux_packages.html#Ubuntu
https://www.mk-mode.com/blog/2019/12/20/debian-10-nginx-installation-by-official-apt/
https://www.mk-mode.com/blog/2019/12/20/debian-10-nginx-installation-by-official-apt/

sudo apt-key fingerprint ABF5BD827BD9BF62
pub rsa2048 2011-08-19 [SC] [B®hHAMR: 2024-06-14]

573B FD6B 3D8F BC64 1079 A6AB ABF5 BD82 7BD9 BF62
uid [ ABH ] nginx signing key <signing-key@nginx.com>

To install nginx:

sudo apt update

sudo apt install nginx

v A 2XM=)LOEER

nginx -v

nginx version: nginx/1.18.0

v Nginx DiteEh

sudo systemctl start nginx

sudo systemctl status nginx

® nginx.service - nginx - high performance web server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor
preset: enabled)
Active: active (running) since Tue 2020-05-12 19:40:59 JST; 7s ago
Docs: http://nginx.org/en/docs/
Process: 7351 ExecStart=/usr/sbin/nginx -c /etc/nginx/nginx.conf
(code=exited, status=0/SUCCESS)
Main PID: 7364 (nginx)
Tasks: 2 (limit: 1103)




CGroup: /system.slice/nginx.service
tq7364 nginx: master process /usr/sbin/nginx -c
/etc/nginx/nginx.conf
mq7365 nginx: worker process

May 12 19:40:58 univl systemd[1]: Starting nginx - high performance web
server...

May 12 19:40:59 univl systemd[1]: Started nginx - high performance web
server.

v Nginx OEENEREDHTE
sudo systemctl enable nginx
Synchronizing state of nginx.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable nginx
sudo systemctl is-enabled nginx
enabled

H5L. BEREULRVKSICTDIICE

sudo systemctl disable nginx

sudo systemctl is-enabled nginx

o {FARRXA > DNE




v SURIUYIUSDDEEE

cd ../sites-enabled/

office@univ1l:/etc/nginx/sites-enabled$ Is -la

a5t 8

drwxr-xr-x 2 root root 4096 May 12 20:54 .

drwxr-xr-x 5 root root 4096 May 12 21:00 ..

Irwxrwxrwx 1 root root 26 May 12 20:54 default -> ../sites-available/default
Irwxrwxrwx 1 root root 40 May 12 20:24 d.jca.jp.conf -> /etc/nginx/sites-
available/d.jca.jp.conf

office@univl:/etc/nginx/sites-enabled$ sudo In -s /etc/nginx/sites-
available/m.jca.jp.conf ./

office@univ1l:/etc/nginx/sites-enabled$ Is -la

a5t 8

drwxr-xr-x 2 root root 4096 May 12 21:16 .

drwxr-xr-x 5 root root 4096 May 12 21:00 ..

Irwxrwxrwx 1 root root 26 May 12 20:54 default -> ../sites-available/default
Irwxrwxrwx 1 root root 40 May 12 20:24 d.jca.jp.conf -> /etc/nginx/sites-
available/d.jca.jp.conf

Irwxrwxrwx 1 root root 40 May 12 21:16 m.jca.jp.conf -> /etc/nginx/sites-

available/m.jca.jp.conf

o > X M—)UIRIEDHER

/etc/nginx




drwxr-xr-x 2 root root 4096 May 12 20:50 conf.d
-rw-r--r-- 1 root root 1007 Apr 21 21:43 fastcgi_params
-rw-r--r-- 1 root root 2837 Apr 21 21:43 koi-utf
-rw-r--r-- 1 root root 2223 Apr 21 21:43 koi-win
-rw-r--r-- 1 root root 5231 Apr 21 21:43 mime.types
Irwxrwxrwx 1 root root 22 Apr 21 21:43 modules -> /usr/lib/nginx/modules
-rw-r--r-- 1 root root 684 May 12 21:00 nginx.conf
-rw-r--r-- 1 root root 643 Apr 21 21:43 nginx.conf_org
-rw-r--r-- 1 root root 636 Apr 21 21:43 scgi_params
drwxr-xr-x 2 root root 4096 May 12 21:25 sites-available
drwxr-xr-x 2 root root 4096 May 12 21:16 sites-enabled
-rw-r--r-- 1 root root 664 Apr 21 21:43 uwsgi_params
-rw-r--r-- 1 root root 3610 Apr 21 21:43 win-utf

.Jconf.d/
-rw-r--r-- 1 root root 1093 Apr 21 21:43 default.conf

Is -la ./sites-available/

-rw-r--r-- 1 root root 1189 May 12 20:43 default
-rw-r--r-- 1 root root 209 May 12 21:06 d.jca.jp.conf
-rw-r--r-- 1 root root 169 May 12 20:31 d.jca.jp.conf_org
-rw-r--r-- 1 root root 209 May 12 21:13 m.jca.jp.conf

Is -la ./sites-enabled/

Irwxrwxrwx 1 root root 26 May 12 20:54 default -> ../sites-available/default
Irwxrwxrwx 1 root root 40 May 12 20:24 d.jca.jp.conf -> /etc/nginx/sites-
available/d.jca.jp.conf

Irwxrwxrwx 1 root root 40 May 12 21:16 m.jca.jp.conf -> /etc/nginx/sites-
available/m.jca.jp.conf

siE J 7 1 VDA :




/etc/nginx/nginx.conf
user nginx;
worker_processes 1;
error_log /var/log/nginx/error.log warn;

pid /var/run/nginx.pid;

events {
worker_connections 1024;

¥

http {
include /etc/nginx/mime.types;
default_type application/octet-stream;
log_format main '$remote_addr - $remote_user [$time_local] "$request" '

'$status $body_bytes_sent "$http_referer"
"$http_user_agent” "$http_x_forwarded_for™;

access_log /var/log/nginx/access.log main;

sendfile on;
#tcp_nopush  on;

keepalive_timeout 65;
#gzip on;

#include /etc/nginx/conf.d/*.conf;
include /etc/nginx/sites-enabled/*; St

/etc/nginx/conf.d/default.conf




server {
listen 80;
server_name localhost;

#charset koi8-r;
#access_log /var/log/nginx/host.access.log main;

location / {
root /usr/share/nginx/html;
index index.html index.htm;

by

#error_page 404 /404.html;

# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;

¥

# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#

#location ~ ¥.php$ {

# proxy_pass http://127.0.0.1;

#3

# pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#

#location ~ ¥.php$ {

root html;

fastcgi_pass 127.0.0.1:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /scripts$fastcgi_script_name;
include fastcgi_params;

b

HoH H H H W

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

b

#location ~ /¥.ht {

# deny all;

#}




/etc/nginx/sites-avaiable/default

server {
listen 80;
#server_name localhost;
server_name 133.242.21.74; <1

#charset koi8-r;
#access_log /var/log/nginx/host.access.log main;

location / {
# root /usr/share/nginx/html;
root /var/www/htmi; - !
index index.html index.htm;

by

#error_page 404 /404.html;

# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
#root /usr/share/nginx/html;

root /var/www/html; <=1
b
# proxy the PHP scripts to Apache listening on 127.0.0.1:80
#

#location ~ ¥.php$ {
# proxy_pass http://127.0.0.1;

#}

# pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
#

#location ~ ¥.php$ {

# root html;

# fastcgi_pass 127.0.0.1:9000;

# fastcgi_index index.php;

# fastcgi_param SCRIPT_FILENAME /scripts$fastcgi_script_name;
# include fastcgi_params;
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#}

# deny access to .htaccess files, if Apache's document root
# concurs with nginx's one

#

#location ~ /¥.ht {

# deny all;

#3

/etc/nginx/sites-avaiable/d.jca.jp.conf

server {
listen 80;
server_name d.jca.jp; &-—-1

error_log /var/log/nginx/d_jca_jp-error.log warn; =1
access_log /var/log/nginx/d_jca_jp-access.log main; <----1

location / {
#root /usr/share/nginx/htmil/d.jca.jp;
root /var/www/html/d.jca.jp/web; <----1
index index.html index.htm;
b
b

/etc/nginx/sites-avaiable/m.jca.p.conf

server {
listen 80;
server_name m.jca.jp; &-—-1

error_log /var/log/nginx/m_jca_jp-error.log warn; &----1
access_log /var/log/nginx/m_jca_jp-access.log main; &----1
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location / {
#root /usr/share/nginx/html/d.jca.jp;
root /var/www/html/m.jca.jp/web; <--==1
index index.html index.htm;
b
b

856E Let's Encrypt T SSL {LDSFE

® Certbot 1> A M=)l

SZ(CUIEY - b https://www.codeflow.site/ja/article/how-to-secure-nginx-with-

let-s-encrypt-on-ubuntu-18-04

Let’s Encrypt DL7/RZ KU ZIEBNN

sudo add-apt-repository ppa:certbot/certbot

ST EHERR
sudo apt update

certbot > X h—JL
sudo apt install python-certbot-nginx

BDT=(T. Nginx DRTE T 7 JLOFHER

sudo nginx -t



https://www.codeflow.site/ja/article/how-to-secure-nginx-with-let-s-encrypt-on-ubuntu-18-04
https://www.codeflow.site/ja/article/how-to-secure-nginx-with-let-s-encrypt-on-ubuntu-18-04

2Dz (C Nginx Bie#)

sudo systemctl reload nginx

Certbot @)\—= 3 >R
sudo certbot --version

certbot 0.31.0

® d.jca.jp FAD Certbot 1 A M—Jb

2Dz, AT certbot IZIFEENT R b

sudo certbot

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Plugins selected: Authenticator nginx, Installer nginx

Enter email address (used for urgent renewal and security notices) (Enter 'c' to
cancel): hodota@gennai3.co.jp <---1

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017.pdf. You
must

agree in order to register with the ACME server at
https://acme-v02.api.letsencrypt.org/directory

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about our work
encrypting the web, EFF news, campaigns, and ways to support digital freedom.

(Y)es/(N)o: Y

Which names would you like to activate HTTPS for?



mailto:hodota@gennai3.co.jp

1: d.jca.jp

2: m.jca.jp

Select the appropriate numbers separated by commas and/or spaces, or leave
input

blank to select all options shown (Enter 'c' to cancel): c

Please specify --domains, or --installer that will help in domain names
autodiscovery, or --cert-name for an existing certificate name.

IMPORTANT NOTES:

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

office@univl:/etc/nginx/sites-available$

BERTLESHD

RICRAAL > d.jca.jp ZBEULTI A M=
sudo certbot --nginx -d d.jca.jp

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Plugins selected: Authenticator nginx, Installer nginx

Obtaining a new certificate

Performing the following challenges:

http-01 challenge for d.jca.jp

Waiting for verification...

Cleaning up challenges

Deploying Certificate to VirtualHost /etc/nginx/sites-enabled/d.jca.jp.conf

Please choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP
access.

1: No redirect - Make no further changes to the webserver configuration.

2: Redirect - Make all requests redirect to secure HTTPS access. Choose this for
new sites, or if you're confident your site works on HTTPS. You can undo this
change by editing your web server's configuration.

Select the appropriate number [1-2] then [enter] (press 'c' to cancel): 2 &-!
Redirecting all traffic on port 80 to ssl in /etc/nginx/sites-enabled/d.jca.jp.conf

Congratulations! You have successfully enabled https://d.jca.jp
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You should test your configuration at:
https://www.ssllabs.com/ssltest/analyze.html?d=d.jca.jp

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/d.jca.jp/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/d.jca.jp/privkey.pem
Your cert will expire on 2020-08-11. To obtain a new or tweaked
version of this certificate in the future, simply run certbot again
with the "certonly" option. To non-interactively renew *all* of
your certificates, run "certbot renew"

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

2 @ Redirect ZIBEULZDT. d.jca.jp (FERF SSL MIGICRDET,

® m.ca,jp FiD Certbot 1 > A h—=)L

sudo certbot --nginx -d m.jca.jp

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Plugins selected: Authenticator nginx, Installer nginx

Obtaining a new certificate

Performing the following challenges:

http-01 challenge for m.jca.jp

Waiting for verification...

Cleaning up challenges

Deploying Certificate to VirtualHost /etc/nginx/sites-enabled/m.jca.jp.conf

Please choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP
access.

1: No redirect - Make no further changes to the webserver configuration.

2: Redirect - Make all requests redirect to secure HTTPS access. Choose this for
new sites, or if you're confident your site works on HTTPS. You can undo this
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change by editing your web server's configuration.

Select the appropriate number [1-2] then [enter] (press 'c' to cancel): 2 €---1
Redirecting all traffic on port 80 to ssl in /etc/nginx/sites-enabled/m.jca.jp.conf

Congratulations! You have successfully enabled https://m.jca.jp

You should test your configuration at:
https://www.ssllabs.com/ssltest/analyze.html?d=m.jca.jp

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/m.jca.jp/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/m.jca.jp/privkey.pem
Your cert will expire on 2020-08-11. To obtain a new or tweaked
version of this certificate in the future, simply run certbot again
with the "certonly" option. To non-interactively renew *all* of
your certificates, run "certbot renew"

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-le

® Certbot DEEIEFIZETE

COAOUT BE 1 HIC 2[EERTSN. BRERO 30 HURICHDERAEZBEIICE
UET,

sudo certbot renew --dry-run

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Cert not due for renewal, but simulating renewal for dry run
Plugins selected: Authenticator nginx, Installer nginx
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Renewing an existing certificate
Performing the following challenges:
http-01 challenge for d.jca.jp
Waiting for verification...

Cleaning up challenges

new certificate deployed with reload of nginx server; fullchain is
/etc/letsencrypt/live/d.jca.jp/fullchain.pem

Cert not due for renewal, but simulating renewal for dry run
Plugins selected: Authenticator nginx, Installer nginx
Renewing an existing certificate

Performing the following challenges:

http-01 challenge for m.jca.jp

Waiting for verification...

Cleaning up challenges

new certificate deployed with reload of nginx server; fullchain is
/etc/letsencrypt/live/m.jca.jp/fullchain.pem

** DRY RUN: simulating 'certbot renew' close to cert expiry
*k (The test certificates below have not been saved.)

Congratulations, all renewals succeeded. The following certs have been
renewed:
/etc/letsencrypt/live/d.jca.jp/fullchain.pem (success)
/etc/letsencrypt/live/m.jca.jp/fullchain.pem (success)
** DRY RUN: simulating 'certbot renew' close to cert expiry
*ox (The test certificates above have not been saved.)

IMPORTANT NOTES:

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

46




SBTE PHPAAM=I

® PHP7.4DA A M=)b

SZ(CUTeY - b @ https://computingforgeeks.com/how-to-install-php-on-ubuntu/

sudo apt -y install software-properties-common
sudo add-apt-repository ppa:ondrej/php
sudo apt-get update

sudo apt -y install php7.4

® php7.4 D)\—>3 SR

php -v
PHP 7.4.5 (cli) (built: Apr 19 2020 07:36:30) ( NTS)
Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies
with Zend OPcache v7.4.5, Copyright (c), by Zend Technologies

o 1 >AKM—=J)LEN/z PHP7A4BHEES 21—V

$ sudo apt list --installed | grep 'php*'

libapache2-mod-php7.4/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1
amd64

libgphoto2-6/bionic,now 2.5.16-2 amd64

libgphoto2-110n/bionic,bionic,now 2.5.16-2 all

libgphoto2-port12/bionic,now 2.5.16-2 amd64

libgraphene-1.0-0/bionic,now 1.8.0-1 amd64

libgraphite2-3/bionic,now 1.3.11-2 amd64

libhyphenQ/bionic,now 2.8.8-5 amd64

libphonenumber7/bionic,now 7.1.0-5ubuntu5 amd64
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php-common/bionic,bionic,now 2:76+ubuntu18.04.1+deb.sury.org+6 all
php7.4/bionic,bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 all
php7.4-cli/bionic,now 7.4.5-1+ubuntul8.04.1+deb.sury.org+1 amd64
php7.4-common/bionic,now 7.4.5-14+ubuntul18.04.1+deb.sury.org+1 amd64
php7.4-json/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-opcache/bionic,now 7.4.5-1+ubuntul8.04.1+deb.sury.org+1 amd64
php7.4-readline/bionic,now 7.4.5-1+ubuntul8.04.1+deb.sury.org+1 amd64
python3-cryptography/bionic-updates,bionic-security,now 2.1.4-1ubuntul.3
amd64

ubuntu-mate-wallpapers-photos/bionic,bionic,now 18.04.11 all
xserver-xephyr/bionic-updates,now 2:1.19.6-1ubuntu4.4 amd64

® PHP & Nginx BHEES 1 -1 > A M=)b

Nginx & PHP DF%TE

sudo systemctl disable --now apache2

Synchronizing state of apache?2.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install disable apache2

sudo apt-get install nginx php7.4-fpm

I\ —T )X R EFGRHAALTNET ... BT
MIFBIMRY U —ZER L CWET
RERBERZFHHIDOTLNET ... TT
nginx (&9 TIC&EH/\—=3 > (1.18.0-1~bionic) TY,
RE/\vo—=:

php-pear
TN T —RRTz(CA > A h—=)LENZET:

php7.4-fpm
ZwIOL—R: 0@ FiR> A=)l 1 {E. HIBR: 0 &, #88: 11 &,
1,402 kB D7 —HA T ZEUS T dEBENHDFET,
CODIREEICIBINT 4,729 kB D7+« AVBENHESINE T,
BATUEXRIM? [Y/n]Y




En{ERESR
sudo systemctl status php7.4-fpm nginx

® php7.4-fpm.service - The PHP 7.4 FastCGI Process Manager
Loaded: loaded (/lib/systemd/system/php7.4-fpm.service; enabled; vendor
preset: enabled)
Active: active (running) since Wed 2020-05-13 17:39:08 JST; 1min 26s ago
Docs: man:php-fpm7.4(8)
Process: 12632 ExecStopPost=/usr/lib/php/php-fpm-socket-helper remove
/run/php/php-fpm.sock /etc/php/7.4/fpm/pool.d/www.conf 74 (code=exite
Process: 12647 ExecStartPost=/usr/lib/php/php-fpm-socket-helper install
/run/php/php-fpm.sock /etc/php/7.4/fpm/pool.d/www.conf 74 (code=exi
Main PID: 12634 (php-fpm7.4)
Status: "Processes active: 0, idle: 2, Requests: 0, slow: 0, Traffic: Oreqg/sec"
Tasks: 3 (limit: 1103)
CGroup: /system.slice/php7.4-fpm.service
tq12634 php-fpm: master process (/etc/php/7.4/fpm/php-fpm.conf)
tq12645 php-fpm: pool www
mql12646 php-fpm: pool www

May 13 17:39:08 univl systemd[1]: Stopped The PHP 7.4 FastCGI Process
Manager.

May 13 17:39:08 univl systemd[1]: Starting The PHP 7.4 FastCGI Process
Manager...

May 13 17:39:08 univl systemd[1]: Started The PHP 7.4 FastCGI Process
Manager.

® nginx.service - nginx - high performance web server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset:
enabled)
Active: active (running) since Wed 2020-05-13 17:15:30 JST; 25min ago
Docs: http://nginx.org/en/docs/
Main PID: 1128 (nginx)
Tasks: 2 (limit: 1103)
CGroup: /system.slice/nginx.service
tq1128 nginx: master process /usr/sbin/nginx -c /etc/nginx/nginx.conf
mq1130 nginx: worker process

May 13 17:15:29 univl systemd[1]: Starting nginx - high performance web
server...

May 13 17:15:30 univl systemd[1]: nginx.service: Can't open PID file
/var/run/nginx.pid (yet?) after start: No such file or directory

May 13 17:15:30 univl systemd[1]: Started nginx - high performance web
server.




o EDhd PHP BHEES 1 —ILDA A M=IL

ZZ(CUIcY - b https://www.colinodell.com/blog/201911/how-to-install-php-74

bcmath,bz2,intl,gd,mbstring, mysql,zip

sudo apt-get install php7.4-cli php7.4-fpm php7.4-bcmath php7.4-curl php7.4-gd
php7.4-intl php7.4-json php7.4-mbstring php7.4-mysql php7.4-opcache php7.4-
sqlite3 php7.4-xml php7.4-zip

HLUL(E

sudo apt-get install -y php7.4-

{cli,fpm,bcmath,curl,bz2,intl,gd,json,mbstring, mysql,opcache,xml,sqlite3,zip}

® > AbM—=J)LENJz PHP BEES 1—)LODIER

sudo apt list --installed | grep 'php*’

libapache2-mod-php7.4/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1
amd64

libgphoto2-6/bionic,now 2.5.16-2 amd64

libgphoto2-110n/bionic,bionic,now 2.5.16-2 all

libgphoto2-port12/bionic,now 2.5.16-2 amd64

libgraphene-1.0-0/bionic,now 1.8.0-1 amd64

libgraphite2-3/bionic,now 1.3.11-2 amd64

libhyphenO/bionic,now 2.8.8-5 amd64

libphonenumber7/bionic,now 7.1.0-5ubuntu5 amd64
php-common/bionic,bionic,now 2:76+ubuntul8.04.1+deb.sury.org+6 all
php7.4/bionic,bionic,now 7.4.5-1+ubuntul18.04.1+deb.sury.org+1 all
php7.4-bcmath/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-bz2/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-cli/bionic,now 7.4.5-1+ubuntul18.04.1+deb.sury.org+1 amd64
php7.4-common/bionic,now 7.4.5-1+ubuntul8.04.1+deb.sury.org+1 amd64
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php7.4-curl/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-fpm/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-gd/bionic,now 7.4.5-1+ubuntul8.04.1+deb.sury.org+1 amd64
php7.4-intl/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-json/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-mbstring/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-mysql/bionic,now 7.4.5-1+ubuntul18.04.1+deb.sury.org+1 amd64
php7.4-opcache/bionic,now 7.4.5-1+ubuntul8.04.1+deb.sury.org+1 amd64
php7.4-readline/bionic,now 7.4.5-1+ubuntul8.04.1+deb.sury.org+1 amd64
php7.4-sqlite3/bionic,now 7.4.5-14+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-xml/bionic,now 7.4.5-1+ubuntu18.04.1+deb.sury.org+1 amd64
php7.4-zip/bionic,now 7.4.5-14+ubuntu18.04.1+deb.sury.org+1 amd64
python3-cryptography/bionic-updates,bionic-security,now 2.1.4-1ubuntul.3
amd64

ubuntu-mate-wallpapers-photos/bionic,bionic,now 18.04.11 all
xserver-xephyr/bionic-updates,now 2:1.19.6-1ubuntu4.4 amdé64

® Nginx C®D PHP E%3E

v www.conf DEXFE
/etc/php/7.4/fpm/pool.d/www.conf {E1E

;user = www-data

user = nginx -1

;group = www-data

group = nginx -1
;listen.owner = www-data
listen.owner = nginx <-1
;listen.group = www-data
listen.group = nginx <-1

;security.limit_extensions = .php .php3 .php4 .php5 .php7
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security.limit_extensions = .php .html <=1

v VY MOIN—Z=vS 3> BEE

sudo chown -R nginx:nginx /var/run/php/php7.4-fpm.sock

v RAXALTEDconf T7AIVDiRE

d.jca.jp RXA>DiFE . /etc/nginx/sites-available/d.jca.jp.conf

server {
server_name d.jca.jp;

error_log /var/log/nginx/d_jca_jp-error.log warn;
access_log /var/log/nginx/d_jca_jp-access.log main;

root /var/www/html/d.jca.jp/web;
index index.php index.html index.htm; <--1

location / {
#root /usr/share/nginx/html/d.jca.jp;
#root /var/www/html/d.jca.jp;
#index index.html index.htm;

b

location ~ ¥.php$ {
root /var/www/html/d.jca.jp/web;
fastcgi_pass unix:/run/php/php7.4-fpm.sock;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME
$document_root$fastcgi_script_name;
include fastcgi_params;

b

listen 443 ssl; # managed by Certbot
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ssl_certificate /etc/letsencrypt/live/d.jca.jp/fullchain.pem; # managed by
Certbot

ssl_certificate_key /etc/letsencrypt/live/d.jca.jp/privkey.pem; # managed by
Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

¥

server {
if ($host = d.jca.jp) {
return 301 https://$host$request_uri;
}» # managed by Certbot

listen 80;
server_name d.jca.jp;
return 404; # managed by Certbot

v php.ini DfRE

/etc/php/7.4/fpm/php.ini

upload_max_filesize = 20M  &---- ETCDMEEEIEULET (73 R—ZTHEER)

v Nginx OFEiCED

sudo systemctl restart php7.4-fpm

sudo systemctl restart nginx




v BEEEEEIDHE

sudo systemctl enable nginx

Synchronizing state of nginx.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable nginx

sudo systemctl enable php7.4-fpm

Synchronizing state of php7.4-fpm.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable php7.4-fpm

v PHP DIRISHER

php

System Linux univl 4.15.0-99-generic #100-Ubuntu SMP Wed Apr 22 20:32:56 UTC 2020 xS6_64
Build Date Apr 19 2020 07:36:30

Server AP1 FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/7.4/fpm

Loaded Configuration File Jetc/php/7.4/fpm/php.ini

Scan this dir for additional .ini files fetc/php/7.4/fom/conf.d

Additional .ini files parsed Jetc/php/7.4/fpm/conf.d/10-mysglnd.ini, /etc/php/7.4/fpm/conf.d/10-opcache.ini,

Jetc/php/7.4/fpm/conf.d/10-pdo.ini, /etc/php/7.4/fpm/conf.d/15-xml.ini,
Jetc/php/7.4/fpm/conf.d/20-bcmath.ini, fetc/php/7.4/fpm/conf.d/20-bz2.ini,
fetc/php/7.4/fom/conf.d/20-calendarini, fetc/php/7.4/fpm/conf.d/20-ctype.ini,
Jetc/php/7.4/fom/conf.d/20-curl.ini, /etc/php/7.4/fom/conf.d/20-dom.ini,
Jetc/php/7.4/fpom/conf.d/20-exif.ini, fetc/php/7.4/fpm/conf.d/20-ffi.ini, /etc/php/7.4/fpm/conf.d/20-
fileinfo.ini, fetc/php/7.4/fpm/conf.d/20-ftp.ini, /etc/php/7.4/fpm/conf.d/20-gd.ini,
Jetc/php/7.4/fpm/conf.d/20-gettext.ini, /etc/php/7.4/fpm/conf.d/20-iconv.ini,
Jetc/php/7.4/fpom/conf.d/20-intlini, /etc/php/7.4/fpm/conf.d/20-json.ini,
Jetc/php/7.4/fpom/conf.d/20-mbstring.ini, fetc/php/7.4/fpm/conf.d/20-mysqgli.ini,
Jetc/php/7.4/fpm/conf.d/20-pdo_mysgl.ini, /etc/php/7.4/fpm/conf.d/20-pdo_sglite.ini,
Jetc/php/7.4/fpm/conf.d/20-phar.ini, /etc/php/7.4/fpm/conf.d/20-pasix.ini,
Jetc/php/7.4/fom/conf.d/20-readline.ini, /etc/php/7.4/fom/conf.d/20-shmop.ini,
Jetc/php/7.4/fom/conf.d/20-simplexml.ini, /etc/php/7.4/fpm/conf.d/20-sockets.ini,
Jetc/php/7.4/fpm/conf.d/20-sglite3.ini, /etc/php/7.4/fpm/conf.d/20-sysvmsg.ini,
Jetc/php/7.4/fpm/conf.d/20-sysvsem.ini, fetc/php/7.4/fpm/conf.d/20-sysvshm.ini,
Jetc/php/7.4/fpm/conf.d/20-tokenizer.ini, fetc/php/7.4/fpm/conf.d/20-xmlreader.ini,
Jetc/php/7.4/fpom/conf.d/20-xmlwriterini, fetc/php,/7.4/fpm/conf.d/20-xsl.ini,
Jetc/php/7.4/fpm/conf.d/20-zip.ini

54




5585 Composer->>AN=)L

ZZ(CLIEY- b https://utsu-programmer.com/environment/composer-install/

php -r "copy ( 'https://getcomposer.org/installer', 'composer-setup.php' ) ;";

sudo php composer-setup.php --install-dir=/usr/local/bin --filename=composer;

All settings correct for using Composer
Downloading...

Composer (version 1.10.6) successfully installed to: /usr/local/bin/composer
Use it: php /usr/local/bin/composer

composer -v

/ /
[/ /¥ __ ¥ ¥ _ ¥ _ [ _¥_ /]
[T 1171177 () S
¥ /¥ [T J¥ / /¥ [/
/_/
Composer version 1.10.6 2020-05-06 10:28:10

Usage:
command [options] [arguments]
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® d.jcajpU-1b
Nginx MEETE I 7-1JL : /etc/nginx/sites-avaiable/d.jca.jp.conf

Nginx D RX1>JL— b /var/www/html/d.jca.jp/web

F—HINR—R% : d8_d_jcajp
d1—H—%: phpmyadmin

JURT— R 1 XOOXXXXXX

® mjcajp b1 b

Drupal 8 @ DrupalRoot (&

/var/www/html/m.jca.jp/web

v Nginx DF%E

REIr)L:  /etc/nginx/sites-available/m.jca.jp.conf

m.jca.jp.conf DY —X

server {
server_name m.jca.jp; <--1
error_log /var/log/nginx/m_jca_jp-error.log warn; <--1
access_log /var/log/nginx/m_jca_jp-access.log main; <--1

#root /usr/share/nginx/html/d.jca.jp;
root /var/www/html/m.jca.jp/web; <--1
index index.html index.htm index.php;
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# --> for Drupal

location = /favicon.ico {
log_not_found off;
access_log off;

¥

location = /robots.txt {
allow all;
log_not_found off;
access_log off;

b

# Very rarely should these ever be accessed outside of your lan
location ~* ¥.(txt|log)$ {

allow 192.168.0.0/16;

deny all;
b

location ~ ¥..*/.*¥.php$ {
return 403;
¥

location ~ ~/sites/.*/private/ {
return 403;
ks

location ~ (N [/)¥. {
return 403;

b

location / {

# try_files $uri @rewrite; # For Drupal <=6

try_files $uri /index.php?$query_string; # For Drupal >= 7
b

location @rewrite {
rewrite ~/(.*)$ /index.php?q=%$1;
b

# location ~ "¥.php$|”/update.php' {
# fastcgi_split_path_info ~(.+?¥.php)(|/.*)$;
# #NOTE: You should have "cgi.fix_pathinfo = 0;" in php.ini

57




include fastcgi_params;

include snippets/fastcgi-php.conf;

fastcgi_param SCRIPT_FILENAME $request_filename;
fastcgi_intercept_errors on;

fastcgi_pass unix:/run/php/php7.0-fpm.sock;

HoHHHHH

location ~ ~/sites/.*/files/styles/ { # For Drpal >= 7
try_files $uri @rewrite;

¥

location ~* ¥.(js|css|pngljpglipeg|gif]|ico)$ {
expires max;
log_not_found off;

by

# <--- end Drupal 8

location ~ ¥.php$ {
root /var/www/html/m.jca.jp/web; <«--1
fastcgi_pass unix:/run/php/php7.4-fpm.sock;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;

b

listen 443 ssl; # managed by Certbot

ssl_certificate /etc/letsencrypt/live/m.jca.jp/fullchain.pem; # managed by
Certbot

ssl_certificate_key /etc/letsencrypt/live/m.jca.jp/privkey.pem; # managed by
Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

server {
if ($host = m.jca.jp) {
return 301 https://$host$request_uri;
> # managed by Certbot
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listen 80;
server_name m.jca.jp;
return 404; # managed by Certbot

v F—AHN—ADNE

d.jca.jp Y1 DI\ OT v TWNS5F—SIR—XZER L TT —INR—X%ZA 2 R— U
FUe, €D, Drupal D7« LU ~NUZBBELT. settings.php 77 1ILTULTDF
—INR-REZAEL. BrxUxUT.

—AIN—R% . d8_m_jcajp

d1—H—%: phpmyadmin

JXXT— R 1 XXOOXXXXXXX

85 10& Backup & update DFSFE

o NvIFPYIDSIITIAIUT bk

I—H— xxxxxxxxxx C Ubuntu (COZTA >  XXXXXXXXXX / XXXXXXXXXX

cd /home/jcafe/backup/
sudo ./backup.sh




v’ backup.sh Z71ILOAE

cd /home/jcafe/backup/backup.sh

#1/bin/sh

chown -R nginx:nginx /var/www/html/d.jca.jp
chown -R nginx:nginx /var/www/html/m.jca.jp
chown -R nginx:nginx /var/www/html/opigno.jca.jp

cd /home/jcafe/backup

rm -rf ./data

mkdir -p ./data

cp -ar ./backup.sh ./data/backup.sh

# Drupal 8 d.jca.jp

cd../

mysqldump -u root -pxxxxxxxx d8_d_jcajp > /home/jcafe/work/d8_d_jcajp.sql
mv /home/jcafe/work/d8_d_jcajp.sql ./backup/data/d8_d_jcajp.sql

cd /var/www/html

tar cvzf /home/jcafe/backup/data/d_jca_jp.tar.gz ./d.jca.jp

cd /home/jcafe/backup

# Drupal 8 m.jca.jp

cd../

mysqldump -u root -pxxxxxxxx d8_m_jcajp >
/home/jcafe/work/d8_m_jcajp.sql

mv /home/jcafe/work/d8_m_jcajp.sql ./backup/data/d8_m_jcajp.sql
cd /var/www/html

tar cvzf /home/jcafe/backup/data/m_jca_jp.tar.gz ./m.jca.jp

cd /home/jcafe/backup

# Drupal 8 opigno.jca.jp

cd../

mysqgldump -u root -pxxxxxxxx d8_opigno_jcajp >
/home/jcafe/work/d8_opigno_jcajp.sql

mv /home/jcafe/work/d8_opigno_jcajp.sql ./backup/data/d8_opigno_jcajp.sql
cd /var/www/html

tar cvzf /home/jcafe/backup/data/opigno_jca_jp.tar.gz ./opigno.jca.jp

cd /home/jcafe/backup
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# backup Private Directory
#tar cvzf ./backup/data/home_mydomain.tar.gz /home/drupal/mydomain

# backup Nginx directory
cd /etc
tar cvzf /home/jcafe/backup/data/nginx.tar.gz ./nginx

cd /home/jcafe/backup
Is -lah ./data
tar cvzf ./d8_d_jcajp_" date +%Y%m%d_%H%M " .tar.gz ./data

Is -alh ../backup

o 7YyIFA MDSIIIAIVUT b

/home/jcafe/backup/
sudo ./drush_update.sh

v drush_update.sh DA

/home/jcafe/backup/drush_update.sh

#1/bin/sh

# composer self-update
cd /home/jcafe/work
composer self-update
pwd

# d.jca.jp




echo "start d.jca.jp ¥n"

cd /var/www/html/d.jca.jp
.Jvendor/drush/drush/drush cr
composer update
.Jvendor/drush/drush/drush cr
./Jvendor/drush/drush/drush updatedb
.Jvendor/drush/drush/drush cron
sudo chown -R nginx:nginx ../d.jca.jp
echo "Finished d.jca.jp ¥n"

pwd

# m.jca.jp

echo "start m.jca.jp ¥n"

cd /var/www/html/m.jca.jp
./Jvendor/drush/drush/drush cr
composer update
.Jvendor/drush/drush/drush cr
./Jvendor/drush/drush/drush updatedb
./Jvendor/drush/drush/drush cron
sudo chown -R nginx:nginx ../m.jca.jp
echo "Finished m.jca.jp ¥n"

pwd

# opigno.jca.jp

echo "start opigno.jca.jp ¥n"

cd /var/www/html/opigno.jca.jp
.Jvendor/drush/drush/drush cr

#Check if updates available

echo "Check if Opigno updates available ¥n"
composer outdated opigno/opigno_Ims
#Check if updates will run without any issues
echo "Check if Opigno updates will run without any issues ¥n"
composer update --dry-run

composer update

composer prohibits opigno/opigno_Ims
./vendor/drush/drush/drush cr
./Jvendor/drush/drush/drush updatedb
./vendor/drush/drush/drush cron

sudo chown -R nginx:nginx ../opigno.jca.jp
echo "Finished opigno.jca.jp ¥n"

pwd
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/var/www/html/d.jca.jp/web/modules/contrib

acknowledgements dropdown_language linkit shs
address ds login_security simplenews
admin_content_notification entity mailchimp
simplenews_scheduler

adminimal_admin_toolbar entity_browser mailsystem
simple_sitemap

admin_toolbar entity_print menu_admin_per_menu
sitemap

asset_injector entity_reference_revisions menu_block smtp
auto_entitylabel entity_usage menu_breadcrumb
social_media_links

backup_migrate exclude_node_title menu_per_role

superfish

block_class field_formatter_ class metatag

swiftmailer

captcha field_group module_filter
switch_page_theme

charts field_group_table multiple_registration
taxonomy_manager

chosen field_permissions nodeaccess

taxonomy_menu

cleaner flippy node_view_permissions text_resize
coder fontawesome optimizedb token
config_filter form_mode_manager paragraphs
translation_views

config_split fullcalendar_view pathauto userprotect
content_lock gdpr_compliance quick_node_clone
user_registrationpassword

content_moderation_notifications google_analytics rabbit_hole

video




content_planner
video_embed_ field
crop
views_bulk_operations
csv_serialization
views_data_export
ctools
date_range_formatter
views_infinite_scroll
domain
views_slideshow
domain_theme_switch
draggableviews
xls_serialization

/var/www/html/d.jca.jp/web/modules/custom

google_tag

group

image_widget_crop

imce

recaptcha

redirect

role_delegation

inline_entity_form rrssb

lang_dropdown

legal
libraries

mt_cookieconsent mt_countdown

scheduler

search_api
shield
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reg_confirm_email

views_ fieldsets

webform

v RO HTTP {REET®D Nginx

Opigno M- > A h—JL5k :

/etc/nginx/sites-available/opigno.jca.jp.conf

server {

Mg
it

/var/www/html/opigno.jca.jp/ 7« L2 KU

server_name opigno.jca.jp;

—

-1




error_log /var/log/nginx/opigno_jca_jp-error.log warn; <--1
access_log /var/log/nginx/opigno_jca_jp-access.log main; &--1

root /var/www/html/opigno.jca.jp/web; <--1
index index.php index.html index.htm;

# --> for Drupal

location = /favicon.ico {
log_not_found off;
access_log off;

by

location = /robots.txt {
allow all;
log_not_found off;
access_log off;

by

# Very rarely should these ever be accessed outside of your lan
location ~* ¥.(txt|log)$ {

allow 192.168.0.0/16;

deny all;
b

location ~ ¥..*/.*¥ php$ {
return 403;
¥

location ~ ~/sites/.*/private/ {
return 403;
¥

location ~ (N]/)¥. {
return 403;
b

location / {

# try_files $uri @rewrite; # For Drupal <=6

try_files $uri /index.php?$query_string; # For Drupal >= 7
b

location @rewrite {




rewrite ~/(.*)$ /index.php?q=%$1;
b

# location ~ "¥.php$|”/update.php' {

fastcgi_split_path_info ~(.+?¥.php)(|/.%)$;

#NOTE: You should have "cgi.fix_pathinfo = 0;" in php.ini
include fastcgi_params;

include snippets/fastcgi-php.conf;

fastcgi_param SCRIPT_FILENAME $request_filename;
fastcgi_intercept_errors on;

fastcgi_pass unix:/run/php/php7.0-fpm.sock;

HoHoHHHHHH

location ~ ~/sites/.*/files/styles/ { # For Drpal >= 7
try_files $uri @rewrite;

by

location ~* ¥.(js|css|png|jpglipeglgiflico)$ {
expires max;
log_not_found off;

b

# <--- end Drupal 8

location ~ ¥.php$ {
root /var/www/html/opigno.jca.jp/web; <=1
fastcgi_pass unix:/run/php/php7.4-fpm.sock;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;

b
¥




opigno.jca.jp A® Certbot 1 > X b—JL
sudo certbot --nginx -d opigno.jca.jp

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Plugins selected: Authenticator nginx, Installer nginx

Obtaining a new certificate

Performing the following challenges:

http-01 challenge for opigno.jca.jp

Waiting for verification...

Cleaning up challenges

Deploying Certificate to VirtualHost /etc/nginx/sites-enabled/opigno.jca.jp.conf

Please choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP
access.

1: No redirect - Make no further changes to the webserver configuration.

2: Redirect - Make all requests redirect to secure HTTPS access. Choose this for
new sites, or if you're confident your site works on HTTPS. You can undo this
change by editing your web server's configuration.

Select the appropriate number [1-2] then [enter] (press 'c' to cancel): 2 &---I
Redirecting all traffic on port 80 to ssl in /etc/nginx/sites-
enabled/opigno.jca.jp.conf

Congratulations! You have successfully enabled https://opigno.jca.jp

You should test your configuration at:
https://www.ssllabs.com/ssltest/analyze.html?d=opigno.jca.jp

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/opigno.jca.jp/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/opigno.jca.jp/privkey.pem
Your cert will expire on 2020-08-25. To obtain a new or tweaked
version of this certificate in the future, simply run certbot again
with the "certonly" option. To non-interactively renew *all* of
your certificates, run "certbot renew"

- If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
67




Donating to EFF: https://eff.org/donate-le

v Nginx D%E

/etc/nginx/sites-available/opigno.jca.jp.conf

opigno.jca.jp.conf J 7 - JLODFEEE:R

server {

server_name opigno.jca.jp; <---1
error_log /var/log/nginx/opigno_jca_jp-error.log warn; <---1
access_log /var/log/nginx/opigno_jca_jp-access.log main; <---1
root /var/www/html/opigno.jca.jp/web; <---1

index index.php index.html index.htm;

# --> for Drupal

location = /favicon.ico {
log_not_found off;
access_log off;

b

location = /robots.txt {
allow all;
log_not_found off;
access_log off;

by

# Very rarely should these ever be accessed outside of your lan
location ~* ¥.(txt|log)$ {

allow 192.168.0.0/16;

deny all;
b

location ~ ¥..*/.*¥ php$ {
return 403;
¥




location ~ ~/sites/.*/private/ {
return 403;
¥

location ~ (M]/)¥. {
return 403;

¥

location / {

# try_files $uri @rewrite; # For Drupal <=6

try_files $uri /index.php?$query_string; # For Drupal >= 7
¥

location @rewrite {
rewrite N/(.*)$ /index.php?q=%1;
b

# location ~ "¥.php$|~/update.php' {

fastcgi_split_path_info ~(.+?¥.php)(|/.%)$;

#NOTE: You should have "cgi.fix_pathinfo = 0;" in php.ini
include fastcgi_params;

include snippets/fastcgi-php.conf;

fastcgi_param SCRIPT_FILENAME $request_filename;
fastcgi_intercept_errors on;

fastcgi_pass unix:/run/php/php7.0-fpm.sock;

HoHoH HHHHH

location ~ ~/sites/.*/files/styles/ { # For Drpal >= 7
try_files $uri @rewrite;

by

location ~* ¥.(js|css|png|jpgljpeg|gif|ico)$ {
expires max;
log_not_found off;

b

# <--- end Drupal 8




location ~ ¥.php$ {
root /var/www/html/opigno.jca.jp/web; &---1
fastcgi_pass unix:/run/php/php7.4-fpm.sock;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;

¥

listen 443 ssl; # managed by Certbot

ssl_certificate /etc/letsencrypt/live/opigno.jca.jp/fullchain.pem; # managed
by Certbot

ssl_certificate_key /etc/letsencrypt/live/opigno.jca.jp/privkey.pem; #
managed by Certbot

include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

server {
if ($host = opigno.jca.jp) {
return 301 https://$host$request_uri;
} # managed by Certbot

server_name opigno.jca.jp;
listen 80;
return 404; # managed by Certbot

v Nginx DS 2AAYVIDRAFIVY

sudo nginx -t
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful




Nginx OEEE)

sudo systemctl reload nginx

sudo systemctl restart nginx

v Certbot OB EEFSE

COAOUT MF 1 HIC 2[EERTSN. BRIERO 30 HURICHDEREZBEIICE
UEI,

sudo certbot renew --dry-run

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Cert not due for renewal, but simulating renewal for dry run
Plugins selected: Authenticator nginx, Installer nginx
Renewing an existing certificate

new certificate deployed with reload of nginx server; fullchain is
/etc/letsencrypt/live/d.jca.jp/fullchain.pem

Cert not due for renewal, but simulating renewal for dry run
Plugins selected: Authenticator nginx, Installer nginx
Renewing an existing certificate

new certificate deployed with reload of nginx server; fullchain is
/etc/letsencrypt/live/m.jca.jp/fullchain.pem




Cert not due for renewal, but simulating renewal for dry run
Plugins selected: Authenticator nginx, Installer nginx
Renewing an existing certificate

Performing the following challenges:

http-01 challenge for opigno.jca.jp

Waiting for verification...

Cleaning up challenges

new certificate deployed with reload of nginx server; fullchain is
/etc/letsencrypt/live/opigno.jca.jp/fullchain.pem

** DRY RUN: simulating 'certbot renew' close to cert expiry
HoOk (The test certificates below have not been saved.)

Congratulations, all renewals succeeded. The following certs have been

renewed:
/etc/letsencrypt/live/d.jca.jp/fullchain.pem (success)
/etc/letsencrypt/live/m.jca.jp/fullchain.pem (success)
/etc/letsencrypt/live/opigno.jca.jp/fullchain.pem (success)

** DRY RUN: simulating 'certbot renew' close to cert expiry

Hox (The test certificates above have not been saved.)

v Opigno &1 A NM=JLRICD—=0
POST AND UPLOAD SETTINGS

PHP max post size should be bigger than max upload size. Neglecting this is

known to cause issues in some installations.

/etc/php/7.4/fpm/php.ini & /etc/php/7.4/cli/php.ini 771 )LDIEIE




post_max_size = 12M <--- 8M -> 12M

upload_max_filesize = 10M &--- 2M -> 10M

Nginx FBicEp
sudo systemctl reload nginx

sudo systemctl restart nginx

® Opigno D1 > A =)L

Drupal BLKUZDFT 4 ARNUEZ 23>0\ —{EENES XFT A IRBRL,
MBRXA>, BT RXA2IREIC Composer T X M—ILI BHEENFELUWTT,
Composer {2 Drush Y > RTS XA LB T DERIC. Drupal Root /& EDIRIFEE &

MEXRNELDIC, BIDEEAMFELNTT,

SEl&. /var/www/html/opigno.jca.jp/ ATFICA> X b—)LUZE U, opigno.jca.jp
TRAAELTPZOBBRLET,

Opigno @ Drupal Root : /var/www/html/opigno.jca.jp/web

sudo composer create-project opigno/opigno-composer

/var/www/html/opigno.jca.jp

J7A)LAD>0— R#&IC. https://opigno.jca.jp/ TA > X h—=)L%=ZELT



https://opigno.jca.jp/

$databases['default']['default'] = array (
'database' => 'd8_opigno_jcajp’,
'username' => 'phpmyadmin’,
'password' => " XXXXXXXXXX ',
'prefix' =>",
'host' => 'localhost’,
'port' => '3306/,
'namespace' => 'Drupal¥¥Core¥¥Database¥¥Driver¥¥mysql',
'driver' => 'mysql',

);

v settings.php DEE

$settings['trusted_host_patterns'] = [
'"Aopigno¥.jca¥.jp$’,
L

v" drush status

sudo e vendor/drush/drush/drush status

Drupal version : 8.8.5

Site URI : http://default

DB driver : mysql

DB hostname : localhost

DB port : 3306

DB username : phpmyadmin
DB name : d8_opigno_jcajp
Database : Connected

Drupal bootstrap : Successful




Default theme : platon

Admin theme : platon

PHP binary : /usr/bin/php7.4

PHP config : /etc/php/7.4/cli/php.ini
PHP OS : Linux

Drush script : /var/www/html/opigno.jca.jp/vendor/drush/drush/drush
Drush version :9.7.2

Drush temp : /tmp

Drush configs : /var/www/html/opigno.jca.jp/vendor/drush/drush/drush.yml
Install profile : opigno_Ilms

Drupal root . /var/www/html/opigno.jca.jp/web

Site path . sites/default

Files, Public : sites/default/files

Files, Temp : /tmp

v Swiftmailer € 1—=)V&ENMA A =)L

A— LR EDEEDZSHIC. Swiftmailer EZ 1 —)L=ZEBINIM> A M=)LUE U,

sudo composer require 'drupal/swiftmailer: ~2.0'

® Opigno DI\ I 7PV
fthad Drupal 8 EEIU I 7L T,

/home/jcafe/backup/backup.sh

® Opigno DF7VI'FA
D> Drupal 8 ERIU I 71ILTT,

/home/jcafe/backup/drush_update.sh




