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Drupal Console

https://www.drupal.org/project/console

sHM(S GitHub (CTC  https://github.com/hechoendrupal/DrupalConsole/issues



https://www.drupal.org/project/console
https://github.com/hechoendrupal/DrupalConsole/issues

Console

(Sl Version control  View history  Automated testing

Posted by jmolivas on March 27, 2014 at 2:07pm

Please use Github for code, reporting bugs, or requesting new featu

Drupal Console

The new CLI for Drupal. Drupal Console is a tool to generate boilerplate code, interact
debug Drupal. From the ground up, it has been built to utilize the same modern PHP p
which were introduced in Drupal 8.

Drupal Console has been designed to facilitate the Drupal 8 adoption while making
development and interaction more efficient and enjoyable.

- Supported version: Drupal 8.0.x

« Project documentation
« Project support chat room

lnatallatinm and tian

Drush D1 > X =)L

Drupal 8 "5 GitHub A"N1TUZE Uz,  https://github.com/drush-ops/drush

1> A =)LFIE http://docs.drush.org/en/master/install/
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Install/Upgrade a global Drush

# Download L
php -r "readfil
# Or use our u

# Test your install

chp drush core-status
# Make “drush’ e
chmod +x drush

sudo mv drush fusr/lecal/bin

# optional. Enrich the bash s

drush init

4 3

* MAMP users, and anyone wishing to launch a non-default PHP, needs to edit ~/bashrc so that the right PHP is
in your $PATH.
* We have documented alternative ways to install, including Windows.

* [fyouneed to pass custom php.ini values, run php -d foo=bar drush.phar --php-cptions=foo=bar

Your shell now has useful bash aliases and tab completion for command names, site aliases, options, and
arguments.

s A drushrc.php has been copied to ~/drush above. Customize it to save typing and standardize options for
commands.

* Upgrade using this same procedure.

Y > RDfEWA

http://docs.drush.org/en/master/usage/
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Usage

Drush can be run in your shell by typing "drush” from within any Drupal root directory.
$ drush [options] <command> [argumentl] [argument2]

Use the "help' command to get a list of available options and commands:
$ drush help

For even more documentation, use the 'topic' command:
$ drush topic

Options

For multisite installations, use the --uri option to target a particular site. If you are outside the Drupal
web root, you might need to use the --root, --uri or other command line options just for Drush to work.

$ drush --uri=http://example.com pm-updatecode

If you wish to be able to select your Drupal site implicitly from the current working directory without

using the --uri option, but you need your base_url to be set correctly, you may force it by setting the ur
in a drushrc.php file located in the same directory as your settings.php file.

goptions['uri'] = "http://example.com”;
Site Aliases

Drush lets you run commands on a remote server, or even on a set of remote servers. Once defined,
aliases can be referenced with the @ nomenclature, i.e.

--structure-tables-

See example.aliases.drushrc.php for more information.

FRAFABDOIY> R

Drupal 7 T?Ddrush OX¥> RTI M. Drupal 8 THIRFEAEFEZFET .

Fvw>10D2'JF drush cache-clear XI(& drush cc

module/theme DA > O— K drush pm-download E2a1—J)L%& X(d& drushdl E2a1—)LE

- module/theme D1 > X k=)L drush pm-enable €21 —JL% X(& drushen E21—)L4



http://docs.drush.org/en/master/usage/

module/theme MHIBE drush pm-disable €1 —JL% XI(& drushdls €E21—)L%

Global options (see " drush topic core-global-options™ for the full list):

-d, --debug Display even more information, including internal messages.
-h, --help This help system.
-ia, --interactive Force interactive mode for commands run on multiple targets (e.g. "drush

@sitel,@site2 cc --ia’).

-n, --NO Assume 'no' as answer to all prompts.

--php=</path/to/file> The absolute path to your PHP intepreter, if not 'php' in the path.
-p, --pipe Emit a compact representation of the command for scripting.

-r <path>, --root=<path> Drupal root directory to use (default: current directory).

-s, --simulate Simulate all relevant actions (don't actually change the system).

-l <http://example.com:8888>, URI of the drupal site to use (only needed in multisite
--uri=<http://example.com:8888> environments or when running on an alternate port).




-v, --verbose Display extra information about the command.

--version Show drush version.

-y, --yes Assume 'yes' as answer to all prompts

EBFI2I< > Rp—Hl

e core & moduletheme IiE&R 7Y IFA NI DA

BHFEDT 7 A )L7&X° DB =/ \w Oy T UFET, sites T+« LI NIZ/\wIF7vTUET,

drush pm-updatecore

I\ 7w IH [root/drush-backup/ LA T ICYERRSNE T

F—HIN—=ADF7 Y IFTA K drush updatedb

e core 277V ITA hESEIEVGEE

drush pm-update projects drupal-7.xx(&=#ThR)




o VITABMECEHLULLRBVES I-ILDPT—INGDHE

drush pm-update --lock EZ1—JL4%&

SEFMEREPEHR(C lock UTZES 2 —ILZ#IRITDEE

drush pm---unlock €1 —J)L4

o EZI-ILDEAAAN-)L

drush pm-download EZ1—J)L&

drush pm-enable =1 —)L%&

MHECGUTES 2 -IIWNI7AIILDIN—Zv S 3> ZR/FEIT D

EZ21-IILDFI>0O—- RT3 >&BRUIEVWESE

drush pm-download €21 —J)L%& --select

o EZa—ILOEH U\—>a>TPVvIBKIUOT7vITL—R)

drush pm-update €1 —JL%

drush pm-updatestatus ~ Core EEZ 1 —J)UIREDEFHIFIRE TR
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o EZI-IILDIEHR BRCA>AB—ILE=NITLD)

drush pm-info INTHOED 1—-I)LDIEHREFRR

drush pm-info €21 —J)L%&

drush pm-list E21—)l% EZ1—-I)ILEAEAT—HR. N3 UREDEERI X MR

o EZa—)LOHIBR

drush pm-uninstall E2a1—J)L%&

WE(CIHUTEZ2—ILIT 7 1)L 7ZHIBR

o FvwIaDOUF

drush cc --select

e B bdDCRON E1T

drush core-cron

11



o ATFIRE—RODEE

Drupal 7 Di5&

—=ru=s

drush vset maintenance_mode 1 <--- AT FIRXE— RICEEE

drush vset maintenance_mode 0 <--- A>FF > XAET— ROFHF

Drupal 8 D&

sudo drush sset system.maintenance_mode 1

sudo drush sset system.maintenance_mode 0

o 1—HDENMEIER(role)s%E

drush user-create 1—H4% --mail="X—)LJ7 RL- X" --password="/{XDJ— R"

drush user-add-role administrator 1—H%

o VREIZXbhL—HDOTA)RD— Racniziza

W DIDEENRSDEIH, HllE ZTHS  (https://www.drupal.org/node/44164)

12
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DA LO04>D ) O%ZBEK T DiBE  drush uli

NRXDTD—RZULY b3 B3FEE  drush upwd --password="givememypasswordback" admin

(admin [C1—H4)

e Drupal 7 DO7MS57—INR—-RXEDTVE—HEICA A R=)L

&9, Drupal7 Oei17%=45o>0—R

drush dl drupal-7.38

drupal-7.38 7« LU hU&%. T=z&X (4. drupal (CEEULEY., mv drupal-7.38 drupal

drupal 7« L RUD/\—Zwv>3>DA—F—1E% Apache2 DIR#HEA—F—1E (Debian DIHFE

www-data)([CEEUZET ., chown -R www-data:www-data drupal

drupal D7« L2 hU(CEEIL. BUFD Drush OV¥ > RZEETUET,

BREETNHDI> M%E admin /\XT— R% admin T—IX—XDI1—H &% MySQLUser &DI1—
HMD/)\XD— K% Password {Epk 9 27—~ \—X &% MySQLDatabase &W\SEMTIER 9 D Drush

N>k

drush  site-install standard  --account-name=admin  --account-pass=admin --db-

url=mysql://MySQLUser:Password@Ilocalhost/MySQLDatabase

13



drupal D1 > XA b—ILET—IR—RDEREMHET U, A > X b—)LBE TR SNZT « LI KU

ED)I\—=wv>3>7%, BE. Apache2 DIFEA—F—1ERTHELFT.

chown -R www-data:www-data ../drupal

BARGEIRIE EAREDSEED 7 1) LDERTE

local EZ1—)LZBCTSD  drush pm-enable local

Drush Lanagauge N> D> X ~—JL drush dl dursh_language

HASEDRE drush language-add ja drush language-enable ja drush language-default ja

Localization update €1 —)LD-1 > XA b—JL drush pm-download I110n_update drush pm-enable

[10n_update

o HEHD drush OV FEEHRCTRITSEBEVWVGS

drush pm-update; drush cc all; drush cron

e Drush V> RETRICGGHALAT R RSED

--verbose AT 3>%DI13 f=&Z (& drush cron --verbose

14



o YILFUA RDIFE. drupal )L— T Drush IN> REITHRICEITIDESE
drush --uri=http://example.com pm-updatecode
U drupal )L— RS TRITS B BIBE(E. --root, --uri ZfENET

drush --root=/var/www/html/demo1l --uri=http://example.com pm-updatecode

ER(C, WSDMWFAKRULTHELL D,

Configuration Management #&8EDITE

Configuration Manager v EREES WA R BRI EETELL JICTVET .
T2 config
M=l B2.3

© .7 ™ iEfE ¥ Configure

Configuration Manager &(&

15



BREEC(E. T bORLIGHEEDERT —F&. TUAR—K A2IR—NCEDHEETT.

BIZ(E BIILEOZFTYIAT [F—LA)\—] OERKBERZLIZIANR— ML THELL D,

[@EA A=t IOk
2T =h AN T AT

b= B2 » RERE » BT » TEA
YAML 155 R T 25 7 T LEBIRLE .

7

S| e v
e

F— L0 8— (team_member) w

BT OERIL T 5ROEEYUTY:

uuid: d4c37af2-0cd7-4400-88b8-ab51721d913d
langcode: ja
status: true
dependencies:
module:
- menu_ui
third_party_settings:
menu_ui:
available_menus:
- main
parent: ‘'main:’
name: F—d A5 —
type: team_member
description: "
help: ™
new_revision: true
preview_mode: 1
display_submitted: false

e node type.team_member. yml

BESNIEI7AMIILETHRIFLT, A 2IR— D22 TIL7AFLATHDMATF. 12 R—bUET,
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IRTCOBHT —HEOIHETI . DT —H&ZEDT, FMYA bEA>A—ILTDESEC,
SR—KT3ZET NN T—HESNe2 AT A (T4 AKNJE2I—232) EUTCEERATE

ia_o

Configuration Manager M4

S DA

https://www.drupal.org/docs/8/configuration-management

Configuration

management

In Drupal, configuration is the collection of admin settings that determine how the
site functions, as opposed to the content of the site. Configuration will typically
include things such as the site name, the content types and fields, taxonomy
vocabularies, and so on.

Managing your site's Workflow using the
configuration Drupal Ul

An overview of how to work with your How to manage your site
site's configuration. configuration with the Drupal admin
ul

17
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https://www.drupal.org/docs/8/configuration-management/managing-your-sites-

configuration

Managing your site's
configuration

Last updated on November 10, 2016 - 06:23

Drupal stores all your site's configuration data in a consistent manner. All of your
site configuration from the list of enabled modules, through to content types,
taxonomy vocabularies, fields, views, and so on, is stored with this system. The
system is designed to make it easy to make changes, export site configuration to
files, and import those changes back into the site. This allows your site's
configuration to be stored as part of your site's codebase, and thus integrated in
your version control system and your deployment process.

The active canfiguration is stored in the database by default. This is the complete
set of live configuration at any given time. The configuration can be exported and
imported as YAML files, either for a single piece of configuration, or the entire set
of configuration for the site.

Exporting and importing configuration changes between a Drupal installation in
different environments, such as Development, Staging and Production, allows you
to make and verify your changes with a comfortable distance from your site's live
environment. This can be done with the Configuration Manager module, or with
the Drush command line tool.

This allows you to deploy a configuration from one environment to another,
provided they are the same site. The site is identified using a Universally Unique
Identifier (UUID). The site UUID must match the target site's to allow any importing
of canfiguration files on that site.

Configuration Manager D#gE(E. Ul BHUL K (I drush N> RTIRMHEESNTWLET,
&7=. Drupal 8 @ Configuration Manager &z #EE (L Features E21—JL T,

e Features ®=>1—J)L https://www.drupal.org/project/features

18
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Features

VYR Version control  View history Automated testing

Posted by mpotter on March 14, 2009 at 7:02am

The features module enables the capture and —
management of features in Drupal. A feature is a

collection of Drupal entities which taken together satisfy

a certain use-case.

Features provides a Ul and API for taking different site
building compoenents from modules with exportables and
bundling them together in a single feature module. A
feature module is like any other Drupal module except
that it contains additional information inits info file so
that configuration can be checked, updated, or reverted
programmatically.

Examples of features might be:

« Ablog
« A pressroom
« Animage gallery

Drupal 8

For Drupal 8, we've rewritten Features from the ground up. If you're coming from a previous
version of Drupal, you'll find some great new enhancements but also a familiar user interface
for editing features. A beta version of Features 8.x-3.x is available. If you are updating from a
previous alpha release. please make sure to read the release notes carefully for updating
instructions. If you simply need to export and deploy simple site configuration, the D8
configuration management system should be used instead of Features. You will use Features in
D8 to export bundled functionality (like a "photo gallery feature").

The Drupal 8 version of Features requires the Configuration Update Manager medule.

7 R=ZAM—23 > 0OEE

B

A bOF7RZZRM—232(C(F. SHRSFHEDEHENSHDFIN. ZITIE BHICITDS

ERNGREDEE L, SWEDEARLERD. settings.php (CODVWTEIEZFUFET.

https://www.drupal.org/docs/8/administering-drupal-8-site

19
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Administering Drupal 8
site

Administering Drupal 8 site

Getting started with Managing content

Drupal 8 administration

This sections provides a basic
introduction on how to manage
content in Drupal 8

This section is an introduction to site
administration for new Drupal 8
users. It covers the use of the
administrator account and offers

Automated Cron Internal Page Cache

Drupal 8 provides an Automated Cron In Drupal 8 the Internal Page Cache

module. module, which caches pages for
anonymous users, is enabled by
default.

F9". Getting started with Drupal 8 administration (CT

https://www.drupal.org/docs/8/administering-drupal-8-site/getting-started-with-drupal-8-

administration

o I—Y—DIEREEIDEIE

o MGREZI1—ILOEE (EZ1—ILOFEEFH)

o IRFMBEDHNE. 12T VIR, IERAE

20
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Cron D5%E

Automated Cron

https://www.drupal.org/docs/8/administering-drupal-8-site/automated-cron

XDrupal 7 T(& "automated cron system" H'é&p D E I M. Drupal 8 MS(FHIBREN. BIES

1—I)LERDFEUE, Cron 8/ELDA—)\—A\wW ROBERICIZIIDEDIC,

Automated Cron ¥ i =L AR UAMRIEC cron EEITTEWT cron VRN ETTLNEERELET.

Vo258 automated_cron
M—ikml: 8.2.3

© .7 £ Configure

Cron automated tasks overview

https://www.drupal.org/docs/8/cron-automated-tasks/cron-automated-tasks-overview

Disabling "automated cron"

21
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$config['automated_cron.settings']['interval'] = 0;

Internal Page Cache

=

https://www.drupal.org/docs/8/administering-drupal-8-site/internal-page-cache

Drupal 8 WSDEEMNRAT > b

o BRHEECEZIIVRTIL—NRE IRIENEHSTBRICFr VS 1EHITD

o FrVWIaAAHTE[FNEEIFTIOVEITEHRITD

https://www.drupal.org/docs/8/api/cache-api/cache-tags

o FEOTLVRIWR—ZDED 1 —)LREFEFULRL

o Fr VI aAHIDEATHA MNABETEFrYS1DOR—FrvS1ND

22
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Settings.php O#IE

Step 3: Create settings.php and the files directory

https://www.drupal.org/docs/7/installing-drupal-7/step-3-create-settingsphp-and-the-files-

directory

Drupal 8.2.3 @ setting.php (O X> MHIBR)

<?php

$databases = array();

$config_directories = array();

# $settings['install_profile'] = ";

$settings['hash_salt'] = '71Fj2WwXPaR3FVGIUx8pbE-kX87KVq3jshD78ghOKYEXx39hBhf4H3FmMvCrT4_1GTeWKUcB2ccg';
# $settings['deployment_identifier'] = ¥Drupal::VERSION;

$settings['update_free_access'] = FALSE;

# $settings['http_client_config']['proxy']['http'] = 'http://proxy_user:proxy_pass@example.com:8080';

# $settings['http_client_config']['proxy']['https'] = 'http://proxy_user:proxy_pass@example.com:8080';

# $settings['http_client_config']['proxy']['no'] = ['127.0.0.1', 'localhost'];

23
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# $settings['reverse_proxy'] = TRUE;

Vo
* Specify every reverse proxy IP address in your environment.
* This setting is required if $settings['reverse_proxy'] is TRUE.
*/

# $settings['reverse_proxy_addresses'] = array(‘a.b.c.d', ...);

Vo
* Set this value if your proxy server sends the client IP in a header
* other than X-Forwarded-For.
*/

# $settings['reverse_proxy_header'] = 'X_CLUSTER_CLIENT_IP';

[
* Set this value if your proxy server sends the client protocol in a header
* other than X-Forwarded-Proto.
*/

# $settings['reverse_proxy_proto_header'] = 'X_FORWARDED_PROTO";

/**

* Set this value if your proxy server sends the client protocol in a header
* other than X-Forwarded-Host.

*/

# $settings['reverse_proxy_host_header'] = 'X_FORWARDED_HOST';

/**
* Set this value if your proxy server sends the client protocol in a header
* other than X-Forwarded-Port.
*/

# $settings['reverse_proxy_port_header'] = 'X_FORWARDED_PORT';

24



Jx*
* Set this value if your proxy server sends the client protocol in a header
* other than Forwarded.
*/

# $settings['reverse_proxy_forwarded_header'] = 'FORWARDED';

# $settings['omit_vary_cookie'] = TRUE;

# $settings['cache_ttl_4xx'] = 3600;

# $settings['class_loader_auto_detect'] = FALSE;

if ($settings['hash_salt']) {

$prefix = 'drupal.' . hash('sha256', 'drupal.' . $settings['hash_salt']);

$apc_loader = new ¥Symfony¥Component¥ClassLoader¥ApcClassLoader($prefix, $class_loader);

unset($prefix);

$class_loader->unregister();

$apc_loader->register();

$class_loader = $apc_loader;

# $settings['allow_authorize_operations'] = FALSE;

# $settings['file_chmod_directory'] = 0775;

# $settings['file_chmod_file'] = 0664;

# $settings['file_public_base_url"] = 'http://downloads.example.com/files';

# $settings['file_public_path'] = 'sites/default/files';

25



# $settings['file_private_path'] = ";

# $settings['session_write_interval'] = 180;

# $settings['locale_custom_strings_en']["'] = array(

# ‘forum' => 'Discussion board',

# '@count min' => '@count minutes',

#);

# $settings['maintenance_theme'] = 'bartik’;

# ini_set('pcre.backtrack_limit', 200000);

# ini_set('pcre.recursion_limit', 200000);

# $settings['bootstrap_config_storage'] = array('Drupal¥Core¥Config¥BootstrapConfigStorageFactory', 'getFileStorage');

# $config['system.site']['name'] = 'My Drupal site';

# $config['system.theme']['default'] = 'stark’;

# $config['user.settings']['anonymous'] = 'Visitor';

# $config['system.performance']['fast_404']['exclude_paths'] = '/¥/(?:styles)|(?:system¥/files)¥//';

# $config['system.performance']['fast_404']['paths'] = '/¥.(?:txt|png|gif|jpe?g|css|js|ico|swf|flv|cgi|bat|pl|dil|exe|asp)$/i';

# $config['system.performance']['fast_404']['html'] = '<IDOCTYPE html> <html><head > <title>404
Found</title> </head><body><h1>Not Found</h1><p>The requested URL "@path" was not found on
server.</p></body></html>';

$settings['container_yamis'][] = _ DIR__ . '/services.yml';

# $settings['container_base_class'] = "¥Drupal¥Core¥Dependencylnjection¥Container’;

# $settings['yaml_parser_class'] = NULL;

Not
this

26



$settings| 'file_scan_ignore_directories'] = [
'node_modules',
'bower_components',

1

# if (file_exists(__DIR__ . '/settings.local.php')) {
# include __DIR__ . '/settings.local.php’;
#3
$databases['default']['default'] = array (
'database’' => 'd8_book1',
'username' => 'root',
'password' => 'kawasaki',
'prefix' => ",
'host' => 'localhost’,
'port' => '3306',
'namespace' => 'Drupal¥¥Core¥¥Database¥¥Driver¥¥mysql',
'driver' => 'mysql',
)i
$settings['install_profile'] = 'standard’;

$config_directories['sync']
'sites/default/files/config_QzQf]7ixfPAGRChURu5gSEUexsphGSPRsCrbInfBSWmIfRG3_dgqfRWEjDPM1Yo2dYo1xNvehhw/sync'’;

NyorPyvT

Drupal D AT AT 7AILET—IR—AD 2 FEFED/\w I T7v I TEEBLET,

VEREZ 1 —)LZESH, Linux IN¥> REMYSQL 7 R=E2RET/N\IOTPYITIUET,
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e Backup and Migrate €1 —J)L

https://www.drupal.org/project/backup_migrate

Backup and Migrate

VUGl Version control  View history ~ Automated testing

Posted by ronan on November 4, 2007 at 8:06am

Drupal 8 Note: A ground up rewrite is currently
underway. Follow the progress at
https://www.drupal.org/node/2607038#comment-
10638286

Back up and restore your Drupal MySQL database, code,
and files or migrate a site between environments. Backup
and Migrate supports gzip, bzip and zip compression as
well as automatic scheduled backups.

With Backup and Migrate you can dump some or all of

your database tables to a file download or save to a file
on the server or offsite, and to restore from an uploaded
or previously saved database dump. You can choose Backup and M
which tables and what data to backup and cache data is Sece | [Wisiere] [Sevednations | [Fomesas’] [5e
excluded by default.

Sackup

1 form mple manus beckups of your databise snd

Features (version 3.x) Quick Sackup
« Backup/Restore multiple MySQL databases and code Back vt Outanase 1o Medeiauere
« Backup of files directory is built into this version vk Ty
« Add a note to backup files Add a note o the back
« Smart delete options make it easier to manage —
backup files

Backup to FTP/S3/Email or NodeSquirrel.com
Drush integration

Multiple backup schedules

AES encryption for backups

INWOT7YvTFTEIRE, K. BHNIT7AIILERE. SHIHTEEENDJETT .
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(Y AV AT M A
Mol mud =50 R 0T T FE SHE
D2 DT BB L aF
h—by » B » FHEERT » BAFE » Backup and Migrate
U=

Backup Source
Default Drupal Database

BACKUP FILE

File Name *

backup

#| Append a timestamp
Timestamp Format
Y-m-d\TH-i-s

Use PHP Date formatting.

ADVANCED SETTINGS

Take site offline

Take the site offline during backup and show a maintenance message. Site will be taken back online once the backup

Description

BOTEEI D55

fe&EXIE Linux DS T)LRXOUT KT, Drupal EF—IR—XD)\WIT7v T =EDET,

e Backup.sh 771 )LZ{Emk (REE—EP&EEEDD)

#1/bin/sh

cd /home/backup

mkdir -p data

# www.gennai3.co.jp
cd /home/backup

mysqgldump -u(Z1—H5—4%) -p(/ VX T— k) dp_g3cojp > ./data/dp_g3cojp.sql
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cd /var/www/html/d2

tar cvzf /home/backup/data/gennai3_co_jp.tar.gz ./gennai3_co_jp

F—=HDA iRk—ME
Sudo mysql -u(Z1—Y'—4%) -p(/ VX T— k) dp_g3cojp < ./data/dp_g3cojp.sql
Drupal DI 7 1 )LiEl(E

Sudo tar xvzf gennai3_co_jp.tar.gz

drush_update.sh 7 7-1JL

#1/bin/sh

# www.gennai3.co.jp

cd /var/www/html/d2/gennai3_co_jp/drupal

sudo drush --root=/var/www/html/d2/gennai3_co_jp/drupal pm-update
sudo drush --root=/var/www/html/d2/gennai3_co_jp/drupal updatedb
sudo chown -R www-data:www-data ../drupal

pwd
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URL &

URL Z. FERALLU TER DIRBOSHFEE URL OFEPEENTE S, Pathauto €21 —)L,

Pathauto €>1-—J)l

e Pathauto https://www.drupal.org/project/pathauto

Pathauto

WU Version control  View history  Automated testing

Posted by Dave Reid on February 15, 2005 at 9:06am

The Pathauto module automatically generates URL/path 6 hitp; { fexample.com articles/ 2008022 1/ hello-world
aliases for various kinds of content (nodes, taxonomy
terms, users} without requiring the user to manually
specify the path alias. This allows you to have URL aliases
like fcategory/my-node-title instead of /node/123. The
aliases are based upon a "pattern” system that uses

tokens which the administrator can change. Hello World
. I'm wsing this pattem for my articles|
Requirements articles/(yyyy] (nm)(4d)/[title-ray

« Token
« CTools (8.x-1.x only)

Token & CTools "AETY,

BIZ(E. O>F2YFATZEEL T URL ZHRET DHE
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Tty » B » BMHEE » S8R4T —H » URLIAUFZ » )i8—0
Pattern type *
T v
Path pattern *
[node:content-type]/member
FIRETRE T — Dk,
JATRAT
HeES
BRA—Y
A F—LAi—
Check to which types this pattern should be applied. Leave empty to allow any.
Saa
¥ Japanese
¥ English
Check to which languages this pattern should be applied. Leave empty to allow any.
e

FdAi— AT LPEE R team_member

< |/

D -

ZODFN URL OEWERTE. —4ET URL ZZ&H, TA U7 RDHIBR. RENHDFET,

Fa1 V70 OERE

DrupalCon Dublin 2016 @ [Cracking Drupall v 3> (F&E(CRADZEY,

https://events.drupal.org/dublin2016/sessions/cracking-drupal
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CRACKING DRUPAL

pwolanin
moshe weitzman

DrupalCon Dublin 2016: Cracking Drupal
2. Authentication & sessions

e Choose good passwords, use TFA for admins
o https://drupal.ora/project/password_policy
o https://drupal.ora/

e Hash your password core covers this)

e Protect your session IDs
Set up HTTPS. Do not send unencrypted session IDs.
All HTTPS preferred. If you still need HTTP:
o https://drupal.org/project/securelogin

Slides:
[ Cracking Drupal - Dublin DrupalCon 2016-09-28b.pdf

&#l (PDF) o5 D>0O—k

https://events.drupal.org/sites/default/files/slides/Cracking%20Drupal%?20-%20Dublin%20

DrupalCon%202016-09-28b.pdf

E AN

e Open Web Application Security Project

https://www.owasp.org/index.php/About_The_Open_Web_Application_Security_Project
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e SQLAZZTUIIVICER

o TEIP)RT—R

Password Policy https://www.drupal.org/project/password_policy

Two-factor Authentication (TFA) https://www.drupal.org/project/tfa

HTTPS Z{&> Secure Login https://www.drupal.org/project/securelogin

e Cross Site Scripting(XSS)(CEE

TZE(fESAZE  Handle text in a secure fashion  https://www.drupal.org/node/28984

fEbRIR XSS =< Anything you can do, XSS can do better

https://docs.acquia.com/articles/anything-you-can-do-xss-can-do-better

Handling strings safely in Drupal

https://docs.acquia.com/articles/handling-strings-safely-drupal

o FI1UUFT1DETE

Securing your site https://www.drupal.org/security/secure-configuration
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e (CSRF(Cross Site Request Forgery)

All your pants are in danger CSRF(Cross Site Request Forgery) explained

http://epiqo.com/en/all-your-pants-are-danger-csrf-explained

CSRF(Cross Site Request Forgery) https://www.drupal.org/node/178896

e Security advisories

https://www.drupal.org/security

o FERIREFIUFTsEZI-IL

Security Review  https://www.drupal.org/project/security_review

Paranoia https://www.drupal.org/project/paranoia

Security Kit  https://www.drupal.org/project/seckit

e Drupal 8 TOtzF1UTriliE

https://dev.acquia.com/blog/drupal-8/10-ways-drupal-8-will-be-more-secure/2015/08/27/6621
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Drupal 8 MIFEET 7Tl PHP (FH7R— R L TULVRLY

{L5REZ1—)L PHP https://www.drupal.org/project/php

e Drupal tF+a1YUF1F—A

https://www.drupal.org/security-team

TF a1 U4 F—LADEHRM. A /BTSSR https://security.drupal.org/join

o RIIDIBIR

Writing secure code  https://www.drupal.org/docs/7/security/writing-secure-code/overview

Securing your site  https://www.drupal.org/security/secure-configuration

Introduction to XSS and Drupal https://docs.acquia.com/article/introduction-cross-site-scripting-xss-and-drupal

ARD#BST  Cracking Drupal: A Drop in the Bucket http://crackingdrupal.com/
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Drupal 8 N7 T — R

Drupal 6 - Drupal 7 - Drupal 8

COFIETIERET DA, BT, 5T, JV7ZEHIDHEIC, Fo TLDILERES1—IL
BV ARXN=ILUT, ATVRFPYITL—RUET., 7y ITTL—REIC, MIELTLWDIER
EDSa1—ILEACAR=ILUT, SRAFTLERERUET ., AV —MEBEES 1 —)LIEEEL TV
FIN S<DIRED 21 —)UFRMISIRD T, TNUZEUU TV DHEREDILREES 1 — )L ZB

IBDILILIRDFT, MED, RERLERBVET,

Drupal 7 55 Drupal 8 NDTF7w FJ L — R(d, Migration EZ1—J)LABDEITH. OFEFDMHLE

BRIZERNWET,

R &R Upgrade to Drupal 8 https://www.drupal.org/docs/8/upgrade

e Upgrade using the migration user interface

e Using the Migrate Source CSV plugin

e Migrating to Drupal 8 from a previous version
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e Brief overview, and history of automated upgrading to Drupal 8

e Remove all 7.x to 8.x update hooks and disallow updates from the previous major

version
e Known issues when upgrading from Drupal 6 or 7 to Drupal 8

e Upgrade using Drush

NIVFUA NOBIE

Drupal Tld. &a<M5. —DDFT —HIR—XATEHDT A M BAAERI([CEBUIZDTEFT,

ZDIHES. BEITOWEZRESIZEY. HREZ 1 -/ Z2ESEEHDFET.

NIVFUA hOEH

Multisite Drupal

https://www.drupal.org/docs/8/multisite-drupal
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Drupal 7 Multisite Drupal

https://www.drupal.org/docs/7/multisite-drupal

e Step 1: mono-site installation of Drupal 7

https://www.drupal.org/docs/7/multisite-drupal/step-1-mono-site-installation-of-drupal-7

e Step 2: setting the databases

https://www.drupal.org/docs/7/multisite-drupal/step-2-setting-the-databases

e Step 3: setting the subdirectories

https://www.drupal.org/docs/7/multisite-drupal/step-3-setting-the-subdirectories

e Step 4: setting the hostnames

https://www.drupal.org/docs/7/multisite-drupal/step-4-setting-the-hostnames

e Step 5: troubleshooting

https://www.drupal.org/docs/7/multisite-drupal/step-5-troubleshooting

e Wiki Page: Multisites Using Drupal 7

https://groups.drupal.org/node/121989
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NIVFYA hDERE

—DMDT—AHNR—=XAT—D®D Drupal7 ZE>T. EED RAA 2 ZYA hZERT IGEDIE,

1. Drupal 1> X b—=JL

2. DNSDERET. 2 DHDOYA DO RAAZENEU IP 7 RLATSRTED LD ITHE

3. Web H—/)\{— (HIX(E. Apache 12 Nginx) T2 DEHDYA MEIUT« LU KNUESIRY
DEDICHETD. 2EXE. 2DHDODRAADZZTAIFZIATHRELEZD. FTULMRAR

R > ZEeER U« LI N TRELET,

4, ZTDHDRAAEZDT 4 L2 ~U%, Drupal )L—h>+ L2 KU /sites/ 2 DED RXAA>

% xxxx.com &EUTERR LUET

5. Drupal JL— b« L2 kU/sites/ 2 DEDRAAC>% BUTFD DIN—=wvZ3>%k 777
(C93D. BEULIE Drupal JL— >+ LT kU/sites/ 2 DE®D B A1 > %&/files EWVDSFT~+

Lo MU L. I\—=wv>3>2% 777 (CERELET,
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6. default.settings.php Z#IE—UT. J7-1)L&% settings.php (CEE L. Drupal JL— b7
1 L2 kU /sites/ 2 DED R XA > % /settings.php & UTHEEFL. /\—=wv> 3> % 666

(CULET, TENE BEEREP/ =2 3> (CLERLLD,

7. SO TZDEHD RAA>&%EIBEL T, Drupal D1 > h—)LZIEDHET,

NIVFHA FEEDIRRES 21—

e Domain Access https://www.drupal.org/project/domain

(NE3

=< 5DU5D RTEFII HEE

SendGrid 757 RBIX—)LEMEY—EX

http://cloud.sakura.ad.jp/specification/option/#option-content04
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®mpTY,

Drupal @ SMTP £ 1 —I)LEMAAFENDETEDS & WWW B —/){—TX—)LT—/)\—ZiFE LI}

VRRE CTHEIVWEDEPEE A —)LOXENEIEET Y,

e SMTP Authentication Support

https://www.drupal.org/project/smtp

SOTIVER

http://cloud.sakura.ad.jp/specification/option/#option-content04

PING B&fR. HTTP/HTTPS DXF—5RE&fR. TCP /R— hDILEEAREFD Y — /) \—FEEEARDARI(C

B2 S5 — NEENEIEET T,

1Y =220 REERE 21 FOELMIS.

e AARF

http://cloud.sakura.ad.jp/specification/security/ #security-content03
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Web -+ hE8HKEIL. Web T MISSASN TRV ZEFITVITDIISTRE—EX

T,

&H(Z. https://www.sakura.ad.jp/function/security/detection.html

WAF(Web 7o’UH—23>J7A 7 IA—=))

http://cloud.sakura.ad.jp/specification/security/ #security-content03

T7ATIA—=)IPODAILAF T Y ITIEFHEHTERNKREDRIE 7 TR ZEBENCIRA L. %

SDfERHEIER UEX T,

wmrlcy,

DIIJT7OESL—%

http://cloud.sakura.ad.jp/specification/web-accelerator/

AV B —)\—DO>2F 2V ZFr v 1 UCERET SENMEITERI> T VEEY—EX,

BRI - T —YImERH IS Uit E8RE. 500GB DOEEF AR ARL. EIOX KT

DB AN EIRETT .

RE. WAWBRATEa>hHsnDET,
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